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Abstract

This paper explores an approach to improving the practisal u
ability of static verification tools for debugging synchization
idioms. Synchronization idioms such as mutual exclusiod an
readers/writer locks are widely-used to ensure atomiditgribi-

cal regions. We present an annotation assistant that atitatha
generates program annotations. These annotations expoess
interference between program statements, ensured by nicbrey
nization idioms, and are used to identify atomic code regjidimnis
allows the programmer to debug the use of the idioms in the pro
gram. We start by formalizing several well-known idioms g
viding an abstract semantics for each idiom. For programsitbe
these idioms, we require the programmer to provide a few-pred
icates linking the idiom with its realization in terms of gram
variables. From these, we automatically generate a proipft $oat

is mechanically checked. These scripts include steps ssidua
tomatically generating assertions and annotating progetions
with them, introducing auxiliary variables and invariantége have
successfully shown the applicability of this approach teesal
concurrent programs from the literature.

Categories and Subject Descriptors D.2.5 [Software Engineer-
ing]: Testing and Debugging — debugging aids, diagnostics;
D.2.4 [Software Engineerirjg Software/Program Verification —
assertion checkers, formal methods; D.1P8ogramming Tech-
nique§: Concurrent Programming — parallel programming

General Terms Languages, Theory, Verification
Keywords Concurrent Programs, Atomicity, Synchronization Id-
ioms

1. Introduction
The fundamental difficulty in reasoning about multithredgeo-

grams is the need to reason about concurrent execution of fine

grained atomic actions. Atomicity has been used as a keytdool
circumvent this difficulty in many contexts, ranging from ded
checking [8] to static verification [4]. Atomicity is also aeful
concept in programming; programmers tend to think of pnogra
executions as interleavings of atomic blocks, and do se@leea-
soning on atomic blocks.
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This paper presents an annotation assistant to debug synchr
nization idioms used in the program. In this study, we buiidire
interactive verification tool QED [4]. QED is a verificatiorethod
for checking assertions in concurrent programs. This pneethod
is supported by a tool also called QED. In the QED settingpann
tations and non-interference analysis are used to provectue
blocks are atomic and the verification task is progressikedyiced
to assertion checking in sequential code blocks. In thiepape
introduce a technique used in QED that, given simple hintaiab
the use of a synchronization idiom, automatically gensratenota-
tions for identifying atomic blocks ensured by the idiomeTdgen-
erated annotations confirm that a synchronization idionfiopers
the expected functionality, thus help the programmer tgrbae
incorrect or insufficient uses of the idiom.

Our notion of atomicity is based on Lipton’s theory of reduc-
tion [11]. Reduction replaces a compound statement camgisf
several atomic actions with a single atomic action if certadn-
interference conditions hold. This transformation hasetfiect of
increasing the granularity of the atomic actions in the paiog This
concept of atomicity (e.g., [4, 9]) has been used succdgshul
many concurrent programs, even very intricate ones. Howéwe
use of these tools has been limited to verification expentshis
paper, we attempt to make interactive static analysis foolson-
current programs more easily usable by programmers.

For sequential programs, several key ideas have beenrimstru
tal in making automated reasoning about programs pragtical.
Property checking on industrial-scale designs, for examigl vi-
able if users provide annotations which allow tools to degose
the verification task. In practice, coming up with programnata-
tions for this purpose is error-prone and difficult. This leabto re-
search on automated approaches to generating annotaiof®|f
concurrent programs, there is little work along these liResighly
stated, one key goal of the work presented here is to provaila-a
ilar automated annotation capability for concurrent paogs.

The issue of proving non-interference between certainrprag
actions is central to methods that check atomicity of codeks
for concurrent programs. A programmer who wants to show that
a certain code block is atomic must (i) make use of synchesniz
tion mechanisms that ensure the desired non-interfererfis pro-
gram, and (ii) provide the program annotations needed tuicoa
the atomicity checker that the desired non-interferenceimdeed
been accomplished. The first task is aided by the use of welivk
synchronization idioms. The second one is often more diffand
error prone. One typically needs to introduce auxiliaryialles,
program invariants, and assertions in order to reason giout
grams using these idioms. It is easily possible to write tatioms
that are too strong or too weak, and, when the check fails it i
difficult to diagnose whether the program contains syndzedion
bugs or whether the annotations are not satisfactory. Weeasld



this issue by automating the generation of program anoisitie-
quired for these scripts to succeed.

In our approach, synchronization idioms serve as conteauds
proof hints to a static verification tool. For each synchration
idiom we explored, we provide an abstract semantics expdeiss
terms of predicates, which serve as the connection betvireeid-t
iom and its realization within the program. The programnmeti-i
cates which synchronization idioms he makes use of and issppl
the required predicates in terms of program variables. kame
ple, for the readers/writer lock idiom, we require two poades
in terms of program variables indicating when the readdtsr{a
natively, writers) lock is held. Based on the idiom and thedpr
cates, we produce a proof script, and an iterative, autahméthod
for generating the program annotations required to makerbef
template succeed. If the proof script succeeds, the amseiiti the
original program have been validated. Otherwise, the wayhich
the script fails allows us to distinguish between i) incotrienple-
mentation of an idiom, ii) incorrect use of the idiom that leies
semantics of the idiom, or iii) the idiom not being the appraie
one to guarantee the assertions in the program. From thig pbi
view, the annotation generation serves as a debuggingdotihé
concurrency protocol of the program.

This paper makes the following contributions:

e For several common synchronization idioms, we provide an
abstract semantics and, using programmer-provided @tedic
a way to link this semantics to its realization in a program.

For each synchronization idiom we generate a proof script,
driven by programmer-provided predicates. The scriptraate
ically generates the program annotations required to niake t
script referred to above succeed. The algorithm takes dweer t
derivation of the annotations, and thus reduces the usef’s a
notation burden to simply providing the synchronizatioioid

and a few predicates.

¢ We provide an interactive tool using which the programmer ca
identify and correct synchronization errors. We have ss&ce
fully used our tool on a number of examples from the literatur

2. Related work

There is an analogy between the use of QED for generatinganno
tions and the Houdini tool [6]. Procedure pre- and post-d@mrts
are formulas that make the sequential verification modbjespec-
ifying the effect of the procedure at call points without dieg its
body. The validity of the specification is separately chelcksing
the body of the procedure. Houdini infers, from a set of cdatgi
conditions, pre- and post-conditions of procedures. Therémce
algorithm ensures that it outputs the strongest valid féasas
post-conditions for each candidate pre-condition. Theried pre-
and post-conditions confirm the programmer’s thinking atiba
procedure’s operation. Similarly, the techniques preskim the
paper infer strong and valid annotations for proving atatyiof
code blocks. The annotations confirm the programmer’s eapec
tions about the atomic computations in the program.

Our work is built on many of the same ideas reported in [9],
[5] and [8]. These studies also automatically apply reductnd
take as input hints or specifications of how access to progeaim
ables is regulated, e.g., by specifying the locks protgatitcesses
to particular data variables. Our techniques are more wiaepli-
cable, since our modeling of synchronization idioms allassto
uniformly handle a wider variety of idiom implementatiohdore
importantly, our methods are more easily usable becaus®wetd
require the user to listthe program data variables praddnye par-
ticular idiom. Given a particular idiom, the user simply yides a
few predicates in terms of program synchronization vaesband

increment () : increment () :

1: acquire(); 1: <acquire(); m := tid;>

2: 1x := x; 2: <assert m==tid; 1lx := x;>

3: 1x := 1x + 1; 2: <assert m==tid; 1lx := 1lx + 1;>

4: x := 1x; 2: <assert m==tid; x := 1x;>

5: release(); 2: <assert m==tid; release(); m := 0;>

Figure 1. The increment example

we automatically infer which program variables and statemare
protected by the synchronization mechanism.

3. Motivation and overview

This section gives motivation for the techniques preseimeitie
following sections, through an overview of how annotatirrg-p
grams helps in proving atomicity, and how this procedure loan
utilized to debug the synchronization in the program.

3.1 Background

When talking about program executions, we will é&tiondenote
the program statements that are executed atomically, irstape

By an execution of the program we refer to a sequence of action
by different threads.

In order to illustrate our technique consider the code on the
left in Fig. 1. Variablex is global andix is local. Each line in
the procedure denotes a separate action. We assume thahenly
actions inincrement accesx within the entire program. We would
like to show that the procedut@crement atomically increments.
Notice that this actually is the case, since the lock pres/émeads
running increment from being interleaved. Thus, every execution
of the program is equivalent to an execution in whiglrement
appears to run sequentially, anttrement is said to be atomic.

Our core reasoning method for showing the atomicitymefrement
is based on the popular reduction theory due to Lipton [Iiihis
approach, actions iAancrement are classified according to their
mover types. An actiomy is a right mover if it commutes to the
right of all actionsg, by other threads, in the program that can
potentially follow «.. Left movers are defined similarly. Then, two
actions sequentially composed can be combined into a siegjien
if they have compatible mover types. Compound actions, byei
of being an action themselves, will also have a mover typetiaad
reduction will iteratively try to combine more and more aas
with the ultimate goal of representing the bodyi@trement as a
single atomic action.

By the above definition, an actiam having a mover type indi-
cates that for any actiod in the program (includingy), either
does not followw, or o does not interfere witf3. The lock ensures
the former condition when and3 are both actions ofncrement.
Expressing this feature of the lock in the program is esakitti
showing that the actions guarded by the lock are movers. We ac
complish this by annotating the program with assertiong ah-
notated version ofncrement is seen in Fig. 1 on the right.

The annotations are inserted to atomic actions as assegiah
assignments, which refer to an auxiliary variakleThe domain of
m is Tid U {0} where T%id is the set of all thread id9)(¢ T%id).
The annotations add auxiliary information to the state efrttutex
lock: If m==0 the lock is free, and otherwiseholds the id of the
thread that has acquired the lock. Variabla is a special global
variable: It stores the id of the currently executing thre@tle
assertiom==tid is used to explicitly mark the lines that a thread
executes while holding the lock. Therefore, it is made expihat
two actions with these assertions may not follow each offfezn,
it is proved that actions afncrement have proper mover types to
combine all to a single action.

Notice that the assertions are added to the program as extra
proof obligations. If the synchronization idiom is propedsed



Tl: <x := 0; v := 0;>
T2: T3: T4: T5:
Update(1); || Update(2); || (x1,v1):= Read(); || (x2,v2):= Read();
T1: assert (vl == v2) ==> (x1 == x2);
Update(k : int): Read():
1: x := k; 1: 1x := x;
2: 1v = v; 2: 1v := v;
3: v :=1v + 1; 3: return (1x,1v);

Figure 2. Threads accessing the,v) pair

in the program, these assertions are eventually provedligssea
quentially after all the actions are merged into one actione
of the following two outcomes indicates a possible bug in the
program: 1) Actions that are expected to be protected by a syn
chronization mechanism are not annotated with any aseetat
expresses this fact. 2) Assertions that are added to acitioas
code block by the annotation generation do not help in making

that code block atomic by a subsequent reduction. As an exam-

ple to the latter, assume that there existe&arement procedure
that accesses but does not use the lock used bycrement. In
this case, our automatic annotation method provides notation
for the actions ofiecrement because of the missing synchroniza-
tion. Failing to annotat@ecrement even thoughincrement is an-
notated makes actions aficrement non-movers, which prevents
increment from being reduced to a single action. As a result, the
assertions inincrement Will not be validated since this requires
having increment as a single action. The failing mover analysis
between actions afncrement anddecrement can easily diagnose
the missing synchronization Hecrement.

Our annotation technique improves the approach demoestrat
above in two directions. First, we can handle variety of naso
including mutual-exclusion, readers/writer lock and éseusing
similar kind of annotations. Second, the annotation gditera
scheme for an idiom, such as mutual-exclusion, can be applie
to different implementations of that idiom in a common way au
tomatically. In the following we will give more informatioabout
our method on a larger example, elaborating on these directi

3.2 The example

Throughout this paper, we will use several versions of tlog@m
given in Fig. 2 to demonstrate our techniques. We denotdlglara
composition with 9 1”. Dashed lines are used to visually separate
sequential statements. Sequences of actions surrounded.by”
represent an atomic action whose effect is accomplishedtdoyue-

ing the sequence of actions without interruption.

In the example, the global variablesandv stand for a shared
data variable and its version number, respectively. Thmaaidhi-
tializesx andv and and forkg2-15. WhenT2-T5 all terminate,T1
checks whether the snapshots of tkev) pair read byr4a andTs
are consistent. Thessert statement makes the execution go wrong
if the given condition evaluates fa1se.

Procedurevpdate writes tox and increases, and procedure
Read takes a snapshot of the,v) pair. The variablesx and1iv
are procedure-local. Each line in the procedures denotepaate
atomic action. The procedures are written so that eachradties
at most one global variable read or write.

If the bodies ofupdate and Reads in Fig. 2 were executed
sequentially, it would be trivial to prove that the assertat the
end of the program is not violated in any execution. However,
in a concurrent execution, the lines of these procedures geay
interleaved. In order to ensure that every calkéad returns the
correct version number far, the programmer must guarantee that

Update(k : int): Read():

1: AcqWrite(); 1: AcqRead();

2: x := k3 2: 1x := x;

3: 1v := v; 3: 1v := v;

4: v = 1v + 1; 4: RelRead();

5: RelWrite(); 5: return (1x,1v);
AcqWrite(): AcqRead () :

1: AcqMutex() 1: AcqMutex();

2: assume reads==0 && write==false; 2: assume write==false;
3: write := true; 3: reads := reads + 1;
4: RelMutex(); 4: RelMutex();
RelWrite(): RelRead():

1: AcqMutex(); 1: AcqMutex()

2: write := false; 2: reads := reads - 1;

3: RelMutex(); 3: RelMutex();
AcqMutex(): RelMutex():

1: <assume held == false; 1: <held := false;>
2: held == true;>

Figure 3. The procedures used in Fig. 2

Update andRead by different threads do not interfere with each
other, i.e.Update andRead are atomic. In other words, reead is
allowed to execute between the writestandv by Update, and no
Update is allowed to execute between readsc@ndv by Read. If
this is the case, thetpdate andread can be analyzed as if each
runs sequentially and the assertion can be verified witk Efffort.

In order to ensure the aforementioned non-interferenagineq
ment, the programmer employs the readers/writer (r/w) dim.
Fig. 3 shows the new versions Ofdate andRead using the r/w
lock idiom. The figure also shows the implementation of the r/
lock, which uses the mutual-exclusion (mutex) idiom to obthe
correct functionality of a r/w lock.

While proving thatupdate andread are atomic, we show that
the bodies ofijpdate andread are composed of actions of certain
mover types. When the code in Fig. 3 is considered as is, the co
flicting actions accessing andv cannot be shown to be movers.
However, the r/w lock ensures that these lines cannot rusemsn
utively in any execution, i.e. they never interfere with leather.
Since the mover analysis involves local commutativity disecn
individual actions, it misses this global information. Bynatating
code with assertions, we encode that these conflictingresctin at
different synchronization states and thus cannot folloshezther
in any execution.

We prove thatipdate andRead are atomic in two steps. First,
by generating annotations for the mutual-exclusion idione,
prove that procedurescqRead/RelRead and AcqWrite/Rellirite,
which implement the r/w lock operations, are composed of cer
tain movers, thus are atomic. Second, we reason about the r/w
lock to show thatipdate andread are atomic. At each step, our
method generates the assertions for the regarding idioomeati-
cally, given a simple hint about how the idiom is implemenied
the program. In the following, we will first introduce the itep
mentations of these idioms, and then explain how the arinotat
engine is informed of these idioms through simple hints.

3.3 Synchronization idioms

Fig. 3 shows the procedures that implement the readersiveritd
mutex lock idioms. While the former idiom is used to access th
(x,v) pair atomically inupdate and Read, the latter is used to
implement the readers/writer lock correctly.

Readers/writer lock. ProceduresicqRead andRelRead (alterna-
tively, Acqwrite andRelwrite) are used to acquire and release the
read (write) lock, respectively. The implementation eesuthat
no code betweemcqrRead andRelRead is executed concurrently
with code betweemncqwrite and Relwrite. However, code be-



Update(k : int): Read():

1: <AcqWrite(); w := tid;> 1: <AcqRead(); w := 0;

2: <assert w==tid; x := k;> rltid] := true;>

3: <assert w==tid; 1lv := v;> 2: <assert w==0; 1lx := x;>

4: <assert w==tid; v := lv + 1;> 3: <assert w==0; 1lv := v;>

5: <assert w==tid; RelWrite(); 4: <assert w==0 && r[tid]==true;
w o= 0;> RelRead(); r([tid] := false;>

5: return (1x,1v);

AcqWirite(): AcqRead () :

1: <AcqMutex(); m := tid;> 1: <AcqMutex(); m := tid;

2: <assert m==tid; 2: <assert m==tid;
assume reads==0 && write==false;> assume write==false;>

3: <assert m==tid; 3: <assert m==tid;
write := true; reads := reads + 1;

4: <assert m==tid; RelMutex(); 4: <assert m==tid; RelMutex();
m := 0;> m := 0;>

RelWrite(): RelRead():

1: <AcqMutex(); m := tid;> 1: <AcqMutex(); m := tid;>

2: <assert m==tid; 2: <assert m==tid;
write := false; reads := reads - 1;>

3: <assert m==tid; RelMutex(); 3: <assert m==tid; RelMutex();
m := 0;> m := 0;>

Figure 4. The annotated version of the procedures in Fig. 3

tweenAcqread andRelRead can be executed by multiple threads
concurrently. Thus, the r/w lock ensures thgdate andread may
not run concurrently, and allows concurrent execution oftiple
Read calls.

The integer variableeads stores the number of currently read-
ing threads, and the boolean variakteite indicates whether a
thread is currently writing. Thessume Statement models waiting
on a condition;assume e terminates where holds, otherwise it
blocks.

The following invariant expresses the implementation efritv
lock in the program: Whileread>0 andwrite==false, the read
lock is held, and while-eads==0 andwrite==true one thread has
held the write lock. For the program to implement readerigwr
correctly, the paiKreads,write) must be accessed atomically. The
programmer ensures this using the mutual-exclusion idiom.

Mutual-exclusion. ProceduresicqMutex and RelMutex are used

to acquire and release the mutex lock. We assumeathtiitex

and RelMutex have atomic bodies. The implementation ensures
that no code pieces betweeegMutex andRelMutex are executed
concurrently.

The programmer uses the boolemsid variable to indicate
whether the lock is currently held by a thread or not. Theofeihg
invariant expresses the implementation of the mutualeeskach
in the program: Whileneld==false, the lock is free, and while
held==true One thread has held the lock. The lock is acquired and
released, by settinge1d to true andfalse, respectively.

3.4 Annotating procedures

Figure 4 shows the version of procedures in Fig. 3 annotayed b
our technique. We now describe the annotations generatediby
tool and explain how the assertions indicate noninterfezemhile
proving that the procedur@date andread are atomic.

Let us first consider how the mutual-exclusion is expreseed i
the annotations. The programmer provides the annotatiairthie
predicatene1d==true. The predicate indicates at which states the
lock is held. The tool automatically determines the acqainel
the release operations and generates the annotationsgaseests
and assertions referring to an auxiliary variahle

1The uses ohssume at line 2 ofAcqWrite andAcqRead in Figure 3 may
cause deadlocks. We deliberately usedume to simplify the presentation.
A deadlock-free implementation can be obtained by reptpgisume e in
both lines withwhile (!e) {RelMutex () ; AcqMutex () ; }

First, notice that the lines 1 and 4 Biqread andAcqirite are
annotated with assignments 0 This is because the annotation
engine detects, by considering the bodyefMutex andrelMutex,
that these lines acquire and release the mutex lock, resplgct
thusm must be updated to preserve the correspondence between the
value ofm and the lock state. Then observe that the assertions make
it explicit that lines 2-3 ofacqread and lines 2-3 oficqwrite run
at different synchronization states of the mutex lock ands tto
not interfere. To see how this makes it possible to proveastto
be movers, consider the following action pair executed ffeidint
threads:

AcgRead () : AcqWrite():
2: <assert m==tid; 3: <assert m==tid;
assume write==false;> write := true;>

During the mover analysis, this action pair is considered as
tid in each action refers to a different thread id. The assestin
press that this pair of actions cannot run consecutivehgesthey
are executed when the same mutex lock is held by differeeats.

By using the assertions we prove that the actionscifkead and
Acqurite that write to and read from théreads,write) pair do
not interfere with each other, thus these actions are moZensse-
guently,AcqRead andAcqWrite are both atomic. A similar reason-
ing holds forrelRead andrelwrite. Once this is provided, we can
now reason about the use of the readers/writer lodlpiiate and
Read.

In order to generate the annotations for the r/w lock, the pro
grammer provides the predicatesads>0 && write==false and
reads==0 && write==true. These predicates indicate at which
states the read and write lock are held, respectively. Thiahla
w, with domain Tid U {0}, is used to add auxiliary information
about whether the write lock is being helg-£étid) or not (==0).

In addition, the variable encodes a boolean predicate with domain
Tid, and indicates whether the read lock is being held by the cur-
rent thread or not. The lines that read from and write tothe)

pair are annotated with assertions that indicate whettemnitite

and read locks are free or not, respectively.

By considering the proved-atomic bodies miqwrite and
AcqRead, the first lines ofupdate and Read are detected to ac-
quire write and the read lock, respectively, so are anndtafiéh
assignments te@ andr. Proper annotations are done for the actions
that release the locks. Now consider lines 2-8&fd and lines 2-4
of update. While the former run while the read lock is held, the
latter run while the write lock is held. Therefore these $imen at
different synchronization states and thus do not interféoesee
why these actions are movers, consider the following aqgiain
executed by different threads:

Read():
k;> 2: <assert w==0; 1lx

Update(k : int):

2: <assert w==tid; x := = x>
Notice that since the thread id storedtind cannot have the
valueo, the assertions conflict with each other. Therefore, this pa

of actions cannot get executed consecutively.

In addition, the write lock provides mutual-exclusion fane
current runs ofipdate. To see how this is expressed through as-
sertions, consider the following pair of actions, againceed by
different threads:

Update(k : int):
2: <assert w==tid; x :=

Update(k : int):
k;> 2: <assert w==tid; x := k;>
During the mover analysis, this action pair is considered as
tid in each action refers to a different thread id. By a similar-re
soning to mutual-exclusion above, the assertions makeatiisn
pair trivially satisfy the mover check.



3.5 Debugging the synchronization idiom

While helping to prove atomicity, the generated annotatialso
indicate for which parts of the program the synchronizatéiom

is effective, and thus are useful for debugging applicatiohthe
idiom. We will now show several bug examples and explain how
our annotation method helps to detect and diagnose these bug

Incorrect use of the idiom. Although the programmer correctly
implements a synchronization idiom, she may not obey thgaisa
rules enforced by the idiom. For example, the readers/mioiek
idiom enforces that a thread must first acquire the write loek
fore using it, and every release must match a previous actpyir
the same thread. If the program contains a path that viotates
rule, our technique is able detect this. We do this by enaptlie
usage rules of the idiom as verification conditions and cimgck
these conditions before the annotation starts. The veiditaon-
dition for each usage rule has two parks{a rely condition) and
G (a guarantee condition). Thes®,() pairs are generated auto-
matically given simple hints, referred to above, about theckro-
nization idiom. Each procedure is checked against the sgitooms.

AcqWirite(): AcqRead () :

1: <AcqMutex(); m := true;> 1: <AcqMutex(); m := true;

2: <assert m==true; 2: <assert m==true;
assume reads==0 && write==true;> assume write==false;>

3: <assert m==true; 3: <assert m==true;
write := true; reads := reads + 1;

4: <assert m==true; RelMutex(); 4: <assert m==true; RelMutex();
m := false;> m := false;>

Figure 5. The annotated procedures with weaker assertions

Update(k : int): Read():
1: <AcqWrite(); w := tid;> 1: <AcqRead(); w := tid;>
2: <assert w==tid; x := k;> 2: <assert w==tid; 1x := x;>
3: <assert w==tid; 1lv := v;> 3: <assert w==tid; 1lv := v;>
4: <assert w==tid; v := 1lv + 1;> 4: <assert w==tid; RelRead();
5: <assert w==tid; RelWrite(); w o= 0;>

w o= 0;> 5: return (1x,1v);

Figure 6. The annotated procedures with stronger assertions

3.6 Naive attempts

During the checkR expresses an assumption that no other thread We conclude this section by showing two failing attemptsre a

running concurrently with the procedure under the checlatés

the rule, whileG asserts that every action of the current procedure
obeys the rule. For exampl& for the r/w lock idiom expresses
that if the lock is held by the current thread, no other thresy
acquire it before the current one releases it. The correipgii
asserts that an action does not acquire a lock held by artbitiead.

If it is detected that a procedure may release a lock befayeidiag

it, this is detected and programmer is informed about thesims
acquisition. The annotation engine runs only after the gogis
proved to satisfy these verification conditions.

Missing synchronization.If the mover check for an actiom pro-
tected by a synchronization idiom fails, there are two paesiea-
sons. First, annotations may be incorrect or weak to showahe
interference. Sec. 3.6 gives an example where the annusagie
weak. However, our annotation scheme generates strongylenou
assertions to prove for atomicity reduction. The secondaeas
that there is a true interference betweeand another action in the
program. This is the case if, although the program confomibe
usage rules of the idiom, the programmer omits using theridar

an action that conflicts witl. In this case the actual use of the
idiom does not fit the intended use of the idiom.

notating our example program despite the fact that the ebaiap
correct. These illustrate that coming up with the right peog an-
notations is non-trivial, and indicates the essence ofraatimg the
annotation process.

Assertions too weakLet us now use a boolean auxiliary variakle
to perform the annotation for the mutual-exclusion idionslaswn
in Fig. 5. Predicates==true (alternativelym==false) indicate the
mutex lock is being held (alternatively, free). In the newesme,
the lines that calhcqMutex andRelMutex assigntrue andfalse to
m, respectively.

Although the assertions are valid, this annotation is nough
to show that actions afcqread andAcquwrite are not simultane-
ously enabled, since both actions seem to run at the same syn-
chronization state, where=true holds for both actions. Thus, the
mover check for these actions fails in this case, since therisns
do not suffice to express the fact that the lock is held by wiffe
threads. In contrary, the assertiagstid inserted by our annota-
tion scheme are strong enough to express this fact properly.

Assertions too strong.Fig. 6 gives an annotation scheme where
Update andread are both annotated with the same asserxtierid.
This makes pairs of actions having elements figiaate andread

For example, suppose that the example in Figure 2, using the trivjally satisfy the mover check.

procedures defined in Figure 3, contains an extra threaith par-
allel tot2-T5, that updates théx,v) pair without callingacqurite
andrelurite. In this case, the checking of the idiom’s usage rules
does not fail, becauses completely ignores using the r/w lock,
which does not violate the rules of the r/w lock. However, dlae
tions in T6é will not be annotated with assertions, which indicates
missing synchronization imé. As a result, the blocks surrounded
by Acqwrite andRrelwrite will not get reduced to atomic blocks,
since there is interference between the actions in theskdbland
the actions offe; this interference cannot be ruled out by the as-
sertions in the former. The failing mover checks and the imiss
assertions help the user to identify the missing synchetioa.

Incorrect implementation of the idiom. Missing annotations in-
dicate either an incorrect implementation of the idiom, resuiffi-
cient atomicity level for the program. For example, supgbsgethe
readers/writer lock implementation does not use mutuelusion.
Therefore, the paitreads,write) is not read and updated atomi-
cally. In this case, the annotation engine will not find thguae
and release operations, which must be atomic actions irutnert
program, and will not annotate the program. The missing &@no
tions inUpdate andread indicate that the procedur@sqread and
Acqurite do not implement the intended lock operations.

However the assertions==tid in Read indicate that no two
thread may rurkead simultaneously. In fact, these assertions are
not valid as the readers/writer lock allows multiple lindsread
to run concurrently, violating the assertion. Consequeritlese
assertions will not be proved in later stages of the proofthig
point, it is difficult to distinguish whether the program ¢aims
a bug or whether the annotations contained erroneous riegson
Our annotation scheme always generates valid assertidnish w
can be discharged later in the proof, preventing this diffycun
fact, we will show in Sec. 5 that while the assertions addeduoy
tool help in a subsequent reduction step, they are provédi atéer
the critical regions protected by the idiom are proved totoenéc.

4. Preliminaries
4.1 The ActionPL language

Following [4], we use a language called ActionPL to describe
programs formally. The syntax of ActionPL is given in Fig. 7.

Syntax. An atomic statementAtomic of Fig. 7) in ActionPL
is expressed as gated actionyp > 7, abbreviated aaction The
store predicate is thegateof the action and represents the set of
program states from which this action can execute withoairigy



Atomic: «
Stmt: s
Dynamic : d

p>T
alp()ls;s|sls|sOs]|sO
skip |error |t:s|d; d|d| d

Figure 7. The syntax of the ActionPL language.

wrong”. In other words, the gate represents an assertiorhen t
pre-states of the action and going wrong corresponds tatingj
the assertion. The transition predicateepresents the set of state
transitions allowed by this gated actioAtoms(P) returns the
set of all gated actions in the prograPh We sometimes express
transition predicates in the compact notationiy = 7 A (Vo €
Var\M. z' = z) where M is list of variables written byx and

z' is a variable that refers to the value ofafter the transition
described by is taken.

Statements in ActionPLStm¢t of Fig. 7) are either atomic state-
ments, procedure callg()) or are built from them by sequentia) (
or parallel (|) composition, non-deterministic choicel) or loop-
ing (s°). We model argument passing using global variables. Dy-
namic statementsfynamic) are used for formalizing the seman-
tics and will be explained below.

Semantics.Execution of the program follows interleaving seman-
tics in which only one atomic statement is executed at a tiritie-w
out being interrupted. Statements may refer to the curteeat

id through the special variableid € Var, whose domain is'id.

To represent the fact that a statement Stmt is executed by a
threadt € Tid, we use thalynamic statemerit: s. Execution of a
gated actionp > 7 by threadt may result in one of two outcomes:
if the current store satisfies the gatethe store is modified atomi-
cally consistent with the transition Otherwise, the executiagpes
wrong An executionof s is a sequence of transition stepsiek-
minating executiolis one that ends in special dynamic statements
skip or error. An execution is said to succeed if it endsskip and

to fail (or go wrong if it ends inerror. The program goes wrong
from Z, if there exists a failing execution of the program with the
initial storeo satisfyingZ. The complete operational semantics of
ActionPL can be found in [4].

4.2 TheQED method

The QED method [4] provides a set of proof rules and relateksto
for proving assertions in concurrent programs. A proof inDRE
consists of rewriting the input program, denofed iteratively us-
ing abstraction and reduction so that, in the limit, onevagiat

a program, denote#®,,, that can be verified by sequential reason-
ing methods. Reduction, due to [11], creates coarse-giat@nic
statements from fine-grained ones. Abstraction of a stateale
lows us to reason that it does not interfere with other atcstate-
ments.

Formally, the proof is expressed &5, true --» Py, Zo --»

- --» Pn,Z, where the pairP;,Z; denotes a proof context,
which is defined by the current prograf and program invariant
Z,. Each proof steP;,Z; --+ Pi+1, Zi+1 is governed by a proof
rule which either rewrites the program, as an applicatioredfic-
tion or abstraction, or changes the program invariant. Tioefp
terminates when it reaches a proof cont®xt Z,, where the asser-
tions in every atomic statement, can be discharged separately
by sequential reasoning. The soundness of the method éslsiat
follows (see [3] for the proof): I1fP,, does not go wrong fror,,,
thenP; does not go wrong frort,, .

The application of reduction in QED aims to enlarge the atomi
code blocks in the program by combining multiple gated astio
single gated actions. For each kind of statement in Fig. @parate
proof rule governs the application of reduction. Each relguires
that the statement is composed of gated actions of certai@mo

types. For example, a statement a, can be combined to a single
gated action ifv; is a right-mover or is a left-mover.

We define the abstraction relation to define mover types.r»
abstractsp, > 7 from Z, denotedZ + @1 > 711 < @2 > 72, if the
following two conditions hold:

1)':(1-/\4,02):}(,01 2)#(1/\@2/\7’1)37’2
The first condition above states that wheneyer- 71 goes wrong
fromZ, so doesp, > 2. The second condition states that whenever
2 > T2 does not go wrong frord, it simulates succeeding runs of
p1>711 fromZ.

Figure 8 gives the rule for right-movers; the rule for lefovers
is similar. In the ruleConcur(«) returns the set of all actions that
may execute concurrently with. a[t] denotes the action where
tid is substituted byt both in the gate and the transition. The
premise states that, from states satisfying subsequent execution
of a andp3 by different threads is simulated by their execution in the
reversed order. The judgmeRt Z - « : m expresses the mover
type of« in the proof contex®,Z wherem € {R,L}. In the rule
« o (3 stands for atomic sequential compositiomaodnd 3.

RIGHT-MOVER

Vt,u € Tid. V3 € Concur(a) :

(t #u) = (Z+ (aft] o Blu]) X (By] o aft]))
P,IFe>1:R

Figure 8. The right mover rule

Intuitively, the right-mover rule states that in any exéontof
the program, commutingy to the right of any other following
action 3 yields a new execution that is either equivalent to the
original execution or one that goes wrong.

A central theme in the approach presented in this paper is the
use of assertions to help reduction. Adding an assertiom taca
tion « is an abstraction, and replacing actions with more abstract
actions is sound for assertion checking [4]. We use assertio
eliminate apparent interference between actions whicleatity
does not exist due to synchronization idioms used in therprog
Adding conflicting assertions to a pdix, 3) indicates thaty and
[ run at different synchronization states. As a result, tlygisstial
composition ofc and 3 always goes wrong while doing the simu-
lation check in Fig. 8 which makes the péir, 3) trivially satisfy
the checks in Fig. 8.

In the following sections we investigate several common syn
chronization idioms and explain how we provide proof assisé
for programs using these idioms.

5. The annotation method

Recapitulating Sec. 3, one of the main objectives of thigpapto
have the program text and annotations reflect the synclatoiz
idiom employed to control concurrency. Such an objectiveese
sarily starts with the formal specification of the idiom. Témec-
ification provides the type of the idiom and some information
how each program line relates to the implementation of than.
The outcome of this step is a template which can be used to cor-
rectly annotate the program. The annotation can either be ty
the user manually, following a proof script or automatigdlly a
theorem prover. In this section, we will explain each stegétail,
illustrating the main ideas via the running example.

5.1 Describing Synchronization Idioms

A synchronization idiom stands for any well-known pattesrre-
strict the amount of concurrency in the execution of a pnogi@or
instance, readers/writer lock is an idiom denoting theewmibn
of implementation methods which distinguish the lines ofie;o



Srwlock((z)R: ¢W)

V = {r,w} Dom(w)= TidU{0}
Dom(r) = p(Tid x {true, false})
Pw = —¢r
I = Al b < w =0
or & Jt.r(t) =true
Vt € Tid. t+# tid= r(t) = r(t)
(Ppw <= ¢,) = w = w
A = (pr & @) =  r(tid)’ = r(tid)
AN Géw A 6) =  /(tid) = true
(m¢r AN @) =w =tid Ar/(tid) = false
(pw A —h,) = w' =0
P = {w=tid, w=0, w#0, w # tid,
r[tid] = true, r[tid] = false }
_ (w=1tid) = (v =w)
Ro=A ( r(tid) =  r/(tid) )
o = (w#0Vw=#tid) = w' = w)
= A Vit # tid = r(t) = (1)

Figure 9. The idiom template for the r/w lock idiom

the critical sections, for reading and writing part of meyntrat
cannot be executed concurrently. We formalize the idea gha s
chronization idiom by specifying a set @fiom formulas For the
mutual-exclusion idiom, this set contains one formudlaver pro-
gram variables. Intuitivelyp is the predicate which becomesie
only when there is at least one thread that has the mutex k.
the readers/writer lock idiom, the set contains two forraula.

and¢,, both of which are predicates over program variables. While
¢» becomegrue only when there is at least one thread that has a

reader’s lockg,, becomesrue exactly when there is (exactly) one
thread holding the writer’s lock.

The idiom formulas express how the idiom is implemented in

the program. Recalling our running example, the use of thieiatu
exclusion in Fig. 3 is specified by the predicate(held==true).
This means the program contains atomic actions that acquule
release the lock by setting and resettindo true and false, re-
spectively. The procedure@gqMutex andRelMutex contain these

actions. Our method is able to recognize these actions and do

the required annotation. Similarly, the use of the r/w losk i
specified by the predicates, =(reads>0 A write==false) and
¢w =(write==true). Each of procedurescqRead, RelRead, Acq-

Write and RelWrite performs an operation that corresponds to

either acquiring or releasing either the read or the writk.lo

5.2 Relating the Idiom to the Program

The idiom formulas divide the state space of the program. For

example, the mutual exclusion idiom divides into two, taite
which the lock is acquired and states in which the lock is.ftee
order to apply static proof methods to the program, the sira®f
the state space must be linked to the program text. We inteodu
now a structureidiom templateestablishing this link.

The idiom template is a tupléV, I, A, P). The first component
V is the set of auxiliary variables used to relate the idionmigias
to the gated actions of the prografs the global invariant that is
expected to hold if the idiom is correctly implemented anddus
A defines the transition relation of the auxiliary variablasVi.
This transition relation is defined using the truth valuesthef
idiom formulas. FinallyP is a set of predicates over variables in
V. Each predicate if? is a candidate for the final annotation of the
actions in the program due to the idiom under consideralibese
predicates over the program variables and the variabfEsimcode
the restrictions on concurrent execution enforced by ttoerid

The template for the r/w lock will be denoted yuiock (¢r, Puw )-

show the idiom and its formulas. The user has to specify Huwgh t
idiom, e.g., that it is the r/w lock, and its associated folasu,-
and¢,, for the r/w lock idiom. Figure 9 shows the elements of the
constructed idiom template.

The set of the auxiliary variable¥,, contains two variablesy
andr. The variablew can hold any value in the s&tid U {0}.
Intuitively, its value defines the state of the writer's loek0O, no
thread has the lock; if, then the thread with id holds the lock.
The variabler is a unary predicate ovérid. Intuitively, the value
r(t) is true only when the thread with idholds a reader’s lock. As
can be seen, these variables depict whether a lock is held smd
by which thread.

The invariantl, and the transition predicaté that annotates
each action in the program together establish the link betvikee
auxiliary variables, program state and transitions by mgkise of
the idiom formulasp.,, ¢, .

I, is a conjunction of three terms. The first conjunct specifies
that whenever the condition for the writer lock is satisfiduk
condition for the reader lock is not. The other conjunctateethe
auxiliary variables to the idiom formulas, formalizing vilnee have
described in the previous paragraph. The variables O iff the
writer lock condition¢,, is not satisfied. The last conjunct states
that the reader lock conditiof,. is satisfied iff there is at least one
t such thatr(¢) holds.

Whereas inl, state invariants were giver, will provide the
transition counterpart; that is, how auxiliary variablesr change
their values based on the change in the idiom formudlas ¢.-.
For example, the fourth conjunct states that whenever themu
thread acquires the readers lock, expressead byeing false in
the current state ang,. being true in the next state, the auxiliary
variable valuation should reflect this by setting the nextieaf
r(tid) to true. Similarly, the fifth conjunct states that whenever the
current thread acquires the writers lock, expresseg).dyeing false
in the current state angl,, being true in the next state, the auxiliary
variables should reflect this by setting the the next stdteevaf w
is set totid.

The candidate annotation sBtcontains four predicates. Each
predicate represents some information about the writels [bhe
first two are precisew = tid means the writers lock is held by
the current threadwy = 0 means the writers lock is not held by
any thread. The third and fourth are less precise: the foatates
that the lock is held by some unspecified thread; the lateest
that the current thread is not holding the writers lock. Weeha
found that these predicates are strong enough to correutigtate
the program code in order to prove the desired non-interéere
targeted by the r/w lock idiom.

Recalling our running example, each of proceduregread,
RelRead, AcqWrite andRelWrite performs an operation that corre-
sponds to a transition specified in one of the lined.irs a result
of the annotation, the predicates=tid andw==0 are inserted to
the code blocks in which the write lock is held and the readét Isc
held, respectively.

5.3 Annotating Programs - Template for Manual Insertion

An idiom template(V, I, A, IP) generated as explained in the previ-
ous section can be used as the basis of a QED proof scriptisin th
section, we present a script (Fig. 10) in which the user gsetd®e
program annotations. We do this for ease of exposition. émtxt
section, we explain how we automatically generate anrutsti
The first phase, lin€l), temporarily removes existing asser-

tions in the program. These assertions will be restoredeaettd

of the script in line(8). They are temporarily removed so that the
proof effort in the script concentrates solely on assesti@tating

to the synchronization idiom under study. The added aniootat

The subscript and the parameters used for naming the teamplat should be only about the idiom; they will be checked in ph@ge



(1)  pushasserts

(2) auxannotate V, A

(3) invariant I

(4)  specify pillabely, prei, postq
specify pnl|label,, pren, postn

(5) assert labely, p1
assert labelm, pm

(6) reduce Ply -y P

(7)  check Ply ey P

(8) popasserts

Figure 10. The proof script for adding annotations

Line (2) introduces the auxiliary variablég and their transi-
tion relationA. This transition relation is embedded into the pro-
gram by replacing every gated actiome > 7 in Atoms(P) with

true> (7 A A). This step also annotates the action with proper as-

signments to the auxiliary variable, as implied by the ftitaos
predicate of the action and. For example, the atomic body of
Acqurite together withA to the r/w lock implies that==tid at the
end, so the assignment:= tid is appended to the actions that call
AcqWrite.

Line (3) introduces the invariarit. If I is not found to be an
invariant of the program, this indicates either the idiomnist
correctly implemented or it is too early in the proof to apfie
proof script: the program invariant is not strong enoughthar
atomic blocks are not large enough.

In line (4), the user provides specifications for the procedures

and the loops of the program as they concern this synchrimiza

idiom. As such, each specification is a pair of formulas taken

from the sefP: the preconditiorpre,, which should hold when the
procedure or the loop starts execution and the post-conditist;
which should hold when the execution of the said part coraplet
These formulas are what the user thinks will hold about tienid
under consideration. Recall that each elemeiitisfonly about the
synchronization idiom. This might be better pictured asoggmtion
of the specifications for procedures and loops onto idiorevesit
information. If no specification is given, both formulas assumed
to be equal to the invariant.

Line (5) is the main annotation step. The user annotates the code

by specifying a gated action and how its gate should be stieng
ened. That is, once the user guesgpeamong those contained in
P as an annotation for a particular actign> 7 with label label;,
assert label;, p; adds the predicate € P to the gated actioprT,
i.e. replaces the action witly A p;) > 7.

Line (6) applies Lipton’s reduction iteratively. At the end of
this phase, certain code blocks are combined into compaonda
actions. Ling(7) checks whether the assertions inserted in (e
are indeed correct. For each gated actiop;incheck performs a
sequential analysis that verifies the gate of the action hgidering
the program invariant as the pre-condition. Disposingréisses by
sequential reasoning in this way is made possible by thectighs
performed in line(6) over the newly annotated program. If no
assertion fails, the atomic blocks computed in |{6¢ are indeed
atomic and the guessed annotations are correct. The asserti
might fail either because the idiom is not correctly impleneel
or because the assertions are too weak, too strong or sinnphgw
This failure is likely to provide valuable insight to the usdbout
the program and the implementation of the idiom.

5.4 Annotating Programs - Algorithm

The successful validation of the annotations introducetinie 5
of the preceding section depends on the usefulness of th@aann

tactic (instrument P, R, G)(P, I):
/I check the program without adding assertions
¥ := GenerateVC(P,Z,R,G)
if (¥ is not valid)then
Fail and return the original prograf
[/l do instrumention per predicate A
foreach(p € S.P)do
/l add p to gated actions as assertion
foreach (p>7 € Atoms(P))do
if ((¢ A p) is satisfiable)
Replacep > 7 with (¢ A p) > 7in P
/I remove invalidated assertions
while (true) do
¥ := GenerateVC(P,Z,R,G)
break if (W is valid)
15 Failed:=Z3(¥)
16 foreach ((¢ A p) >7 € Failed) do
17 Replace(¢ A p) > 7 with o > 7in P
18  Return the current prograff

00 O Uk W

e el =)
B W RO

Figure 11. The inference algorithm

tions generated. As explained, failure by the user to comwitip
appropriate annotations during that phase is likely to leenbrm
as there are too many pitfalls. In this section, we will pdevia
remedy: we will explain a new approach which makes assertion
generation completely automatic.

We modify the proof script of Fig. 10 by replacing line 5 with
the following tactic:

(5) instrument R, G

The tacticinstrument expects as parameters two transition for-
mulas,R and G. Intuitively, these formulas specify which state
transitions related to the synchronization idiom are addwBoth
are actually automatically generated once the idiom foamnalre
supplied; their values are given in Fig. 9 for the r/w locloii. We
have included them as parameters to explicate their impdtie
instrument tactic.

The formulaR gives a global condition that a thread can assume
about the actions executed by other threads. In the case ofvth
lock, it consists of two conditions. The first one states that the
status of a held writers lock cannot change as long as onketho
threads not holding the lock are executing. The secondssthst
the readers lock cannot be assigned to or taken from a thiead b
some other thread.

The formulaG, on the other hand, gives a local condition that a
thread has to satisfy each time it executes an action. Agéénring
to our example given in Fig. 9, there are two conditions tfeateh
to be satisfied. The first one states that if the action is agedoy
a thread that does not hold the writers lock which is held byeo
thread, the state of the writers lock cannot change. Thensiecioe
states that the running thread cannot change the readé&rstéios
of any other thread.

The pseudo-code explaining how the tagiistrument operates
is given in Fig. 11. The extra parameters seen in the pseode-c
are the predicate componéhof the idiom template and the current
proof context P, Z). As will be explained below, the proof context
can be modified by the tactic.

The tacticinstrument starts with a sanity check for the id-
iom formulas (lines 2-4). A verification condition (VC) geae
tor is called for the current proof context along with thenfior
lasR and G. We will skip the details of how the VC generator,
GenerateVC, operates. Briefly, it is similar to [1], except for
the following: while the weakest-precondition of each gadetion
> 7 is computed agp(p > 7,%) =V Var'. o A (T = 2') inthe
sequential case, we compute it in the concurrent case asvioll

wp(gor, ) = (VVar'. oA(T = G))A (VVar'. (RoToR) = o)



This new form of the weakest-precondition expresses ttat ea
gated action assumé® and assert§s. The tacticinstrument is
expected to forward the VC to a theorem prover, which, in our
framework, is the Z3 SMT solver [2].

The output of the VC generation routine called at line 2 is the
formula¥. If the idiom formulas match with the idiom they specify,
¥ comes out as a valid formula. This is why a non-validcauses
an abortion of the overall annotation script much like (3fif. 10.

In the remaining part of thanstrument (lines 6-17), a suitable
annotation for each gated action is sought. First, a pregliciiom
the sefP is chosen. The only requirement fpis that it should not
be weaker than another predicate not yet chosen. This isstren
that always the strongest possible annotation is used fmdga
actions. Then, each gated action whose gate does not cichtrad
with p is annotated withp (lines 8-10). Then, until a valid VC
is generated, those gated actions whose modified assenians
be violated (elements of th€'ailed set at line 15, returned by
Z3) are restored to the values they had at the start of the oute
loop iteration (lines 16-17). This iterative removal of atations
is bound to terminate since at the very worst all the gateidret
will be restored to the values they had before having beeatated
by p which by a simple inductive argument can be proved to have
avalid VC.

The assertions added, at the endmstrument, as annotations
to the gated actions of the program carry information abbat t
idiom. The candidate annotation predicates giverPbgppeal to
the understanding of these idioms. Furthermore, in thet lafh
the experimental evidence (Sec. 6), we conjecture thatidberee
of interference targeted by the synchronization idiom isexily
captured by the assertions addedr®trument.

5.5 Mutual-exclusion

Smutex((z’)

V. = {m} Dom(m)= TidU {0}

I = (=4) & (m=0)
(m¢ A 4) = (m = tid)

A /\(((15 Aog) = (m! = 0) )
(¢ & ¢ = (m' = m)

P = {m=tid, m =0, m#0,m # tid }

R = (m=tid)= (m' =m)

G = (m#0Vm#tid)=m' =m)

Figure 12. The idiom template for the mutual-exclusion idiom

The policy template for the mutual-exclusion idiom is givan
Fig. 12. In the mutual-exclusion idiom, threads acquird$oo get
exclusive access to blocks of code. In the template we reptéise
lock conceptually with the predicate Similarly to the r/w lock¢
is true whenever the lock is acquired. The variablestores either
0 or a thread id, indicating whether the lock is free or heldaby
thread, respectively, R, andG associate with m and define the
semantics of the mutual-exclusion idiom. The tempBitgiex(¢)
is used in the proof script given Fig. 10 to generate anrmiati
for mutual-exclusion policies. Recalling the example ig.F3,
the idiom is implemented by procedurgsgMutex andRelMutex.
Since this implementation guarantees thati==true holds within
the critical sections, the polic§mutex(held==true) is provided to
annotate the program.

Variations of mutual exclusion can also be specified in a com-
mon form. For example, the template in Fig. 13 can be usedsesca
where the conditions that hold in different critical regicare not
complements of each other as in the above template.

Smutex2 (¢1 ; ¢2)

V. = {m} Dom(m)= TidU {0}

I = (¢1=(~¢2)) A((¢1V d2) & (m #0))
(~¢1 A @) = (m = tid)
(=2 A ) = (m' = +tid)

P B VR S )
(b2 A =) = (m' = 0)
(6 & ¢)) = (m = m)
(b2 = ¢3) = (m' = m)

P = {m=tid, m =0, m#0,m #tid }

R = (m=tid)= (m' =m)

G = (m#0Vm#tid) = m' =m)

Figure 13. The idiom template for a variation of the mutual-

exclusion idiom

AcqReentrant () : RelReentrant () :

1: < if (owner == tid) { 1: < count := count - 1;
2: count = count + 1; 2: if (count == 0) {
3: } else { 3: owner := 0;

4: assume owner == 0; 4: } >

5: count := 1;

6: owner := tid;

7 T >

Figure 14. Example implementation of reentrant locks

5.6 Reentrant locks

The policy template for the reentrant locks is given in Fig. A
reentrant lock idiom is similar to a mutex lock, except thatan
be acquired and released by the same thread multiple tirlesgs
as acquires and the releases are properly nested. Redotksit
are widely-used to implement monitors in modern languages |
Java and C#. We provide a simple reentrant lock implememt éti
Fig. 14.

The implementation must keep a counter to remember how
many times the lock has been acquired by the same thread, and

decrease the counter at each release. In the template veseapr
the state of the counter with the expressitn If ¢. > 0 holds
then the lock is acquired, and #f. = 0 then the lock is free.
In the template the thread id that acquired the lock is remtesl
by the auxiliary variablesn. The templateS eentrant (¢c) is used in
the proof script given Fig. 10 to generate annotations fentant
locks policies. When the implementation in Fig. 14 is uséent
the template is instantiated by providisg = count.

Sreentrant (¢c)

V = {m} Dom(m)= Tid U {0}
I = ((¢c>0)< (m=0))A (¢ >0)
(¢ = ¢e+1) = (m' = tid)
A /\((’c=0) :>(m':0)>
(P = &c) = (m' = m)
P = {m=tid, m=0, m#0,m # tid }
R = (m=tid) = (m' =m)
G = (m#0Vm#tid) = (m' =m))

Figure 15. The idiom template for the reentrant locks

5.7 Event synchronization

Different forms of the event synchronization appears incoorent
programs. A common form is the following:

(51555 82)||(sts Wisa)|| -+ |(sts Wisa)]| -



Ti: x := 0; v :=0; InitEvent();
T2 T3
1: Update(1); I 1: WaitEvent();
2: SetEvent(); 2: (x1,vl) := Read();
T1: assert (x1 == 1) && (vl == 1);
InitEvent(): SetEvent () : WaitEvent () :
1: done := false; 1: done := true; 1: assume (done==true);

Figure 16. Synchronizing threads with events

Sevent((z’)
V. = {e,s} Dom(e)= TidU{0} Dom(s) = {true,false}
I = ¢ ((s=true)A(e=0))
A = (¢ AN @) = (e =0As =true)
= A (¢ e ¢) = (f=ens =5s)
P = {s=true, s="false}
R = ((e=tidAs="false)V (e =0As=true)) =
(ef=ens' =3s)
G = ((e#tidAe#0As=false)V(e=0As=true)) =

(e/=eNns =5s)

Figure 17. The idiom template for the event synchronization idiom

In this context, an event is a condition, saythat is false before
the event is set and is true after the event is set. The stateme
s1;5; s5 sets the event, where statemeéhmmakese true, and the
statmement(si; W; s5) waits for the event, where statemeiit
waits for ¢ to be true, i.el¥ terminates only when the event is set.
We will refer to(s1; S), si, ..., st andsz, (W;s3), ..., (W;s5) by
beforeandafter phases of the statements, respectively.

As an example, consider the program in Fig. 16, which uses
event synchronization implemented using the variable:. The
“before” phase ofr2 updates the paicx,v) and it setsdone to
true. Then the “after” phase afs reads the(x,v) pair. The event
preventsr2 from reading the initial values of andv.

We handle event synchronization inthrough the following
steps:

1. We first annotate the gated actions in the parallel stateme
with assertions using the technique described in Sec. 5i8. T
policy template for event synchronization is given in Fig. 1
The predicatep in the template represents the condition over
the program variables representing the event. For the anogr
Fig. 16, for exampleSevent (done==true) is used for annotation
generation. The variablesand s store the owner of the event
and whether the even has been set, respectively.

. We do reduction using theeduce all tactic, which applies a
sequence of reduction rules until no more rule are applécabl

. We then use the proof rule®isT-L-MmovERANAHOIST-R-MOVER,
given in Fig 18, to hoist before and after phases out of the par
allel statement. If the before phase of a setter statement is a
left-mover,HoisT-L-MoVER hoists this phase before the parallel
statement. Similarly, if the after phase of a waiting thrésad
right-mover,HoisT-R-MOVER hoists this phase after the parallel
statement. This makes the before and after phaseséguen-
tially composed with each other, which is in fact enforced by
the event synchronization at runtime.

Now recall the example in Fig. 16. Using the idiom template
Sevent(done==true), we add the assertiog==false to lines 1-2
of T2 and the assertior==true to lines 1-2 ofT3. The asser-
tions allow us to show that actions o2 are left-movers and ac-

HOIST-L-MOVER
Si=(s)ls2 P,Ita:L S =a;(sals)

P,Z --» P[S1— S2],T

HOIST-R-MOVER
S1 = (s1;0)]|s2 P,IFa:R So

P, --» 'P[Sl — SQ],I

(s1lls2);

Figure 18. Rules for hoisting actions out of a parallel statement

FindSlot(x:int)
returns r:int

InsertPair(x:int, y:int)
returns r:bool

1 for (i=0; i<N; i++) { 1 i := FindSlot(x);
2 acq(M[il); 2 if (i == -1) {
3 if (M[i].elt==nil && !(M[i].v1d)){ 3 r := false; return;
4 M[i].elt := x; rel(M[il); 4}
5 r :=i; return; 5 j := FindSlot(y);
6 } else { rel(M[il); } 6 if (j == -1) {
7} r := -1; return; 7 M[i].elt = nil;
8 1r := false; return;

LookUp(x:int) 9}

returns r:bool 10 acq(M[il);
1 for (i=0; i<N; i++) { 11 acqM[j1);
2 acqM[il); 12 M[i].v1ld = true;
3 if (M[i].elt==x && M[i].v1d){ 13 M[j].v1ld = true;
4 rel(M[i]; r := true; return; 14 rel(A[i]);
5 } else { rel(M[il); } 15 rel(A[j1);
6 } r := false; return; 16 r := true; return;

Figure 19. The multiset implementation

tions of T3 are both-right-movers. UsingpisTL-moverfor T2 and
HoIST-R-MOVER for T3, we obtain a sequential composition of the
initialization by T1, T2, T3 and the assertion bs1.

6. Experience

In this section we give evidence about the usefulness ofemi-t
niques using programs from the literature. We applied odh-te
nigues to these programs mechanically or manually.

Multiset. Figure 19 shows a concurrent multiset of integers with
InsertPair andLookUp operations. The implementation contains
an array of cells for storing the multiset elements; e field of
the cell stores the element and #! field indicates whether the
value stored ire1t is valid. Procedurescq andrel acquire and
release [i] .1ck), the lock of celli. We implemented two ver-
sions of multiset, one with the mutex locks (given in Figu® 1
and another with the readers/writer lock. In the readersmwer-
sion, procedureBindSlot andInsertPair acquire the write lock,
wheread.ookUp acquires the read lock. For this version, we used
the same lock implementation in Figure 3 except for usingpase
rate(readers,write) pair for each celli[i] in the multiset. All the
annotations required for the blocks protected by locks \geresr-
ated mechanically.

For the version using mutex locks, we used the polgyiex
(M[i].1ck==true) to reduce the code blocks between callatg
and rel to atomic actions. As for the version using the read-
ers/writer lock, we used the polic§mwiock((M[i].readers>0 &&
M[i] .writer==false), (M[i].writer==true)). As a result 36 as-
sertions were added to the actions betweenandrel (and their
r/w lock versions). The loop in Fig. 11 took 6 iterations ftwet
mutex and 8 iterations for the r/w lock.

In both versions of multiset, we also used the pol&yitex
(M[il.elt !'= nil). This allowed us to capture the property that,
once FindSlot returns an allocated slot, itsit and vid fields
are not modified by other threads. Using this policy we artedta
the blocks at lines 1-3 and 5-9 ahsertPair as acquires of the
conceptual lock for[i]l andM[j] and the block at lines 10-16 as
the protected blocksinsertPair into a single atomic action. For
more information about other details of the proof see [4].



Boxwood. The Boxwood system [12] makes use of the both mu-
tex and readers/writer locks. For example, the allocatienves
uses thereadersWriterLock class for different purposes includ-
ing preventing contention on a primary mutex lock and access
ing its custom cache. The blinktree uses the same class\erre
writes to its cache buffer. The implementation of the r/wklide
ReadersWriterLock iS specified by the policy
Stwlock(this.numReaders>0 && this.hasWriter==false,
this.numReaders==0 && this.haslWriter==true)

wherethis refers to the lock object. We found that annotating the
code using a r/w policy with these formulas as parameteiselip

in showing that the code regions protectedrbyderswriterLock
atomic.

Readers/writer lock implementations. Programs using existing
implementations of the readers/writer locks idiom can bedhed
by our techniques. In addition to mutex locks, the pthredataiy
also provides a readers/writer lock implementation. Thelém
mentation uses theum active andowner variables similar to our
readers andwrite variables in Figure 3; a use of the lock in a
program can be specified by the poliyyiock ((num_active==0 &&
owner==0), (num_active>0 && owner==1)). The implementations
in the ACE framework [14] and in [10], can be encoded simjlarl

Philo. We found that in the philo benchmark from [15] the use
of the mutual exclusion policy allows us to prove the atotyici

of the methods. The benchmark is written in Java and uses Java

monitors. Each object is has a separate monitor that is tbtie

synchronize accesses to the fields of the object. We model thi

using an arraybjlock of booleans indexed by the object reference.
The policySmutex((objlock [o]l==true)) specifies that a code block
surrounded byynchronized(o){...} is protected by the lock of
objecto and can be annotated accordingly.

Inthephilo. java implementation, the synchronizedtForks
procedure is trivially proved to be atomic with the predécat
objlock==tid. The justification for this predicate is that there
is a single shared object from classble and both its methods
are synchronized. The case for the other methedForks, is
more involved since the call teait () present in the method is an
implicit release of the object lock. Thus, the initial mutnota-
tion reduces the method to three atomic blocks, each bl@oksst
with acquiring the implicit object lock and ends with theaate
of the lock. This has the side benefit of making explicit thedein
concurrency and can aid the programmer to better understend
trade-offs implied.

Two-lock queues.The concurrent queues in [16] and [13] use two
locks, one for the head and one for the tail of the queue toceedu
contention on the lock. The operations (enqueue/dequaubgse
implementions can be proved atomic by specifying the twdédoc
with two separate mutual exclusion policies. In these immgle-
tations locks are modeled conceptually without giving aplan
mentation. In this case, we model the acquire and releasa-ope
tions by associating the auxiliary variabletex and the actions
in AcqMutex andRelMutex in Section 5.5 with the corresponding
conceptual lock operations.

Device drivers.In [4] the authors used a simple example illustrat-
ing a device driver that copies from the device registersdache

and from the cache to a user buffer. The example had two uses of

the mutual exclusion idiom. First, accesses to driver'siietere
protected by a mutex lock. Second, it is ensured that at must o
thread transfers data from the device registers to the daglset-
ting and checking a condition atomically. As a result of gsihe
policy that specifies the mutex locks, we inserted 15 assestiaf-
ter 4 iterations of the loop in Fig. 11.

Object initialization. Concurrency patterns in which objects are
initialized and used in parallel can be implemented usirgnts:

A simple example is given in Section 5.7, where the variable
indicates whether the object has not been initialized.1{) or
being initialized ¢n1T) before the initialization anduLL after the
initialization. The policy templateent (s==FULL) can be used to
capture the synchronization for the object initializatioihis case.
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