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Abstract
This paper explores an approach to improving the practical us-
ability of static verification tools for debugging synchronization
idioms. Synchronization idioms such as mutual exclusion and
readers/writer locks are widely-used to ensure atomicity of criti-
cal regions. We present an annotation assistant that automatically
generates program annotations. These annotations expressnon-
interference between program statements, ensured by the synchro-
nization idioms, and are used to identify atomic code regions. This
allows the programmer to debug the use of the idioms in the pro-
gram. We start by formalizing several well-known idioms by pro-
viding an abstract semantics for each idiom. For programs that use
these idioms, we require the programmer to provide a few pred-
icates linking the idiom with its realization in terms of program
variables. From these, we automatically generate a proof script that
is mechanically checked. These scripts include steps such as au-
tomatically generating assertions and annotating programactions
with them, introducing auxiliary variables and invariants. We have
successfully shown the applicability of this approach to several
concurrent programs from the literature.

Categories and Subject Descriptors D.2.5 [Software Engineer-
ing]: Testing and Debugging — debugging aids, diagnostics;
D.2.4 [Software Engineering]: Software/Program Verification —
assertion checkers, formal methods; D.1.3 [Programming Tech-
niques]: Concurrent Programming — parallel programming

General Terms Languages, Theory, Verification

Keywords Concurrent Programs, Atomicity, Synchronization Id-
ioms

1. Introduction
The fundamental difficulty in reasoning about multithreaded pro-
grams is the need to reason about concurrent execution of fine-
grained atomic actions. Atomicity has been used as a key toolto
circumvent this difficulty in many contexts, ranging from model
checking [8] to static verification [4]. Atomicity is also a useful
concept in programming; programmers tend to think of program
executions as interleavings of atomic blocks, and do sequential rea-
soning on atomic blocks.
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This paper presents an annotation assistant to debug synchro-
nization idioms used in the program. In this study, we build on the
interactive verification tool QED [4]. QED is a verification method
for checking assertions in concurrent programs. This proofmethod
is supported by a tool also called QED. In the QED setting, anno-
tations and non-interference analysis are used to prove that code
blocks are atomic and the verification task is progressivelyreduced
to assertion checking in sequential code blocks. In this paper, we
introduce a technique used in QED that, given simple hints about
the use of a synchronization idiom, automatically generates annota-
tions for identifying atomic blocks ensured by the idiom. The gen-
erated annotations confirm that a synchronization idiom performs
the expected functionality, thus help the programmer to diagnose
incorrect or insufficient uses of the idiom.

Our notion of atomicity is based on Lipton’s theory of reduc-
tion [11]. Reduction replaces a compound statement consisting of
several atomic actions with a single atomic action if certain non-
interference conditions hold. This transformation has theeffect of
increasing the granularity of the atomic actions in the program. This
concept of atomicity (e.g., [4, 9]) has been used successfully on
many concurrent programs, even very intricate ones. However, the
use of these tools has been limited to verification experts. In this
paper, we attempt to make interactive static analysis toolsfor con-
current programs more easily usable by programmers.

For sequential programs, several key ideas have been instrumen-
tal in making automated reasoning about programs practical[7, 1].
Property checking on industrial-scale designs, for example, is vi-
able if users provide annotations which allow tools to decompose
the verification task. In practice, coming up with program annota-
tions for this purpose is error-prone and difficult. This hasled to re-
search on automated approaches to generating annotations [6]. For
concurrent programs, there is little work along these lines. Roughly
stated, one key goal of the work presented here is to provide asim-
ilar automated annotation capability for concurrent programs.

The issue of proving non-interference between certain program
actions is central to methods that check atomicity of code blocks
for concurrent programs. A programmer who wants to show that
a certain code block is atomic must (i) make use of synchroniza-
tion mechanisms that ensure the desired non-interference in his pro-
gram, and (ii) provide the program annotations needed to convince
the atomicity checker that the desired non-interference has indeed
been accomplished. The first task is aided by the use of well-known
synchronization idioms. The second one is often more difficult and
error prone. One typically needs to introduce auxiliary variables,
program invariants, and assertions in order to reason aboutpro-
grams using these idioms. It is easily possible to write annotations
that are too strong or too weak, and, when the check fails, it is
difficult to diagnose whether the program contains synchronization
bugs or whether the annotations are not satisfactory. We address



this issue by automating the generation of program annotations re-
quired for these scripts to succeed.

In our approach, synchronization idioms serve as contractsand
proof hints to a static verification tool. For each synchronization
idiom we explored, we provide an abstract semantics expressed in
terms of predicates, which serve as the connection between the id-
iom and its realization within the program. The programmer indi-
cates which synchronization idioms he makes use of and supplies
the required predicates in terms of program variables. For exam-
ple, for the readers/writer lock idiom, we require two predicates
in terms of program variables indicating when the readers (alter-
natively, writers) lock is held. Based on the idiom and the predi-
cates, we produce a proof script, and an iterative, automated method
for generating the program annotations required to make theproof
template succeed. If the proof script succeeds, the assertions in the
original program have been validated. Otherwise, the way inwhich
the script fails allows us to distinguish between i) incorrect imple-
mentation of an idiom, ii) incorrect use of the idiom that violates
semantics of the idiom, or iii) the idiom not being the appropriate
one to guarantee the assertions in the program. From this point of
view, the annotation generation serves as a debugging tool for the
concurrency protocol of the program.

This paper makes the following contributions:

• For several common synchronization idioms, we provide an
abstract semantics and, using programmer-provided predicates,
a way to link this semantics to its realization in a program.

• For each synchronization idiom we generate a proof script,
driven by programmer-provided predicates. The script automat-
ically generates the program annotations required to make the
script referred to above succeed. The algorithm takes over the
derivation of the annotations, and thus reduces the user’s an-
notation burden to simply providing the synchronization idiom
and a few predicates.

• We provide an interactive tool using which the programmer can
identify and correct synchronization errors. We have success-
fully used our tool on a number of examples from the literature.

2. Related work
There is an analogy between the use of QED for generating annota-
tions and the Houdini tool [6]. Procedure pre- and post-conditions
are formulas that make the sequential verification modular,by spec-
ifying the effect of the procedure at call points without needing its
body. The validity of the specification is separately checked using
the body of the procedure. Houdini infers, from a set of candidate
conditions, pre- and post-conditions of procedures. The inference
algorithm ensures that it outputs the strongest valid formulas as
post-conditions for each candidate pre-condition. The inferred pre-
and post-conditions confirm the programmer’s thinking about the
procedure’s operation. Similarly, the techniques presented in the
paper infer strong and valid annotations for proving atomicity of
code blocks. The annotations confirm the programmer’s expecta-
tions about the atomic computations in the program.

Our work is built on many of the same ideas reported in [9],
[5] and [8]. These studies also automatically apply reduction and
take as input hints or specifications of how access to programvari-
ables is regulated, e.g., by specifying the locks protecting accesses
to particular data variables. Our techniques are more widely appli-
cable, since our modeling of synchronization idioms allowsus to
uniformly handle a wider variety of idiom implementations.More
importantly, our methods are more easily usable because we do not
require the user to list the program data variables protected by a par-
ticular idiom. Given a particular idiom, the user simply provides a
few predicates in terms of program synchronization variables, and

increment(): increment():

1: acquire(); 1: <acquire(); m := tid;>
2: lx := x; 2: <assert m==tid; lx := x;>

3: lx := lx + 1; 2: <assert m==tid; lx := lx + 1;>
4: x := lx; 2: <assert m==tid; x := lx;>
5: release(); 2: <assert m==tid; release(); m := 0;>

Figure 1. The increment example

we automatically infer which program variables and statements are
protected by the synchronization mechanism.

3. Motivation and overview
This section gives motivation for the techniques presentedin the
following sections, through an overview of how annotating pro-
grams helps in proving atomicity, and how this procedure canbe
utilized to debug the synchronization in the program.

3.1 Background

When talking about program executions, we will letactiondenote
the program statements that are executed atomically, in onestep.
By an execution of the program we refer to a sequence of actions
by different threads.

In order to illustrate our technique consider the code on the
left in Fig. 1. Variablex is global andlx is local. Each line in
the procedure denotes a separate action. We assume that onlythe
actions inincrement accessx within the entire program. We would
like to show that the procedureincrement atomically incrementsx.
Notice that this actually is the case, since the lock prevents threads
runningincrement from being interleaved. Thus, every execution
of the program is equivalent to an execution in whichincrement

appears to run sequentially, andincrement is said to be atomic.
Our core reasoning method for showing the atomicity ofincrement

is based on the popular reduction theory due to Lipton [11]. In this
approach, actions inincrement are classified according to their
mover types. An actionα is a right mover if it commutes to the
right of all actionsβ, by other threads, in the program that can
potentially followα. Left movers are defined similarly. Then, two
actions sequentially composed can be combined into a singleaction
if they have compatible mover types. Compound actions, by virtue
of being an action themselves, will also have a mover type andthe
reduction will iteratively try to combine more and more actions
with the ultimate goal of representing the body ofincrement as a
single atomic action.

By the above definition, an actionα having a mover type indi-
cates that for any actionβ in the program (includingα), eitherβ
does not followα, orα does not interfere withβ. The lock ensures
the former condition whenα andβ are both actions ofincrement.
Expressing this feature of the lock in the program is essential in
showing that the actions guarded by the lock are movers. We ac-
complish this by annotating the program with assertions. The an-
notated version ofincrement is seen in Fig. 1 on the right.

The annotations are inserted to atomic actions as assertions and
assignments, which refer to an auxiliary variable,m. The domain of
m is Tid ∪ {0} whereTid is the set of all thread ids (0 /∈ Tid ).
The annotations add auxiliary information to the state of the mutex
lock: If m==0 the lock is free, and otherwisem holds the id of the
thread that has acquired the lock. Variabletid is a special global
variable: It stores the id of the currently executing thread. The
assertionm==tid is used to explicitly mark the lines that a thread
executes while holding the lock. Therefore, it is made explicit that
two actions with these assertions may not follow each other.Then,
it is proved that actions ofincrement have proper mover types to
combine all to a single action.

Notice that the assertions are added to the program as extra
proof obligations. If the synchronization idiom is properly used



T1: <x := 0; v := 0;>
------------------------------------------------------------------

T2: T3: T4: T5:

Update(1); || Update(2); || (x1,v1):= Read(); || (x2,v2):= Read();
------------------------------------------------------------------

T1: assert (v1 == v2) ==> (x1 == x2);

Update(k : int): Read():
1: x := k; 1: lx := x;

2: lv := v; 2: lv := v;
3: v := lv + 1; 3: return (lx,lv);

Figure 2. Threads accessing the(x,v) pair

in the program, these assertions are eventually proved as valid se-
quentially after all the actions are merged into one action.One
of the following two outcomes indicates a possible bug in the
program: 1) Actions that are expected to be protected by a syn-
chronization mechanism are not annotated with any assertion that
expresses this fact. 2) Assertions that are added to actionsin a
code block by the annotation generation do not help in making
that code block atomic by a subsequent reduction. As an exam-
ple to the latter, assume that there exists adecrement procedure
that accessesx but does not use the lock used byincrement. In
this case, our automatic annotation method provides no annotation
for the actions ofdecrement because of the missing synchroniza-
tion. Failing to annotatedecrement even thoughincrement is an-
notated makes actions ofincrement non-movers, which prevents
increment from being reduced to a single action. As a result, the
assertions inincrement will not be validated since this requires
having increment as a single action. The failing mover analysis
between actions ofincrement anddecrement can easily diagnose
the missing synchronization indecrement.

Our annotation technique improves the approach demonstrated
above in two directions. First, we can handle variety of idioms
including mutual-exclusion, readers/writer lock and events using
similar kind of annotations. Second, the annotation generation
scheme for an idiom, such as mutual-exclusion, can be applied
to different implementations of that idiom in a common way au-
tomatically. In the following we will give more informationabout
our method on a larger example, elaborating on these directions.

3.2 The example

Throughout this paper, we will use several versions of the program
given in Fig. 2 to demonstrate our techniques. We denote parallel
composition with “||”. Dashed lines are used to visually separate
sequential statements. Sequences of actions surrounded by“<...>”
represent an atomic action whose effect is accomplished by execut-
ing the sequence of actions without interruption.

In the example, the global variablesx andv stand for a shared
data variable and its version number, respectively. ThreadT1 ini-
tializesx andv and and forksT2-T5. WhenT2-T5 all terminate,T1
checks whether the snapshots of the(x,v) pair read byT4 andT5
are consistent. Theassert statement makes the execution go wrong
if the given condition evaluates tofalse.

ProcedureUpdate writes to x and increasesv, and procedure
Read takes a snapshot of the(x,v) pair. The variableslx andlv

are procedure-local. Each line in the procedures denotes a separate
atomic action. The procedures are written so that each action does
at most one global variable read or write.

If the bodies ofUpdate and Reads in Fig. 2 were executed
sequentially, it would be trivial to prove that the assertion at the
end of the program is not violated in any execution. However,
in a concurrent execution, the lines of these procedures mayget
interleaved. In order to ensure that every call toRead returns the
correct version number forx, the programmer must guarantee that

Update(k : int): Read():

1: AcqWrite(); 1: AcqRead();
2: x := k; 2: lx := x;

3: lv := v; 3: lv := v;
4: v := lv + 1; 4: RelRead();
5: RelWrite(); 5: return (lx,lv);

AcqWrite(): AcqRead():

1: AcqMutex() 1: AcqMutex();
2: assume reads==0 && write==false; 2: assume write==false;

3: write := true; 3: reads := reads + 1;
4: RelMutex(); 4: RelMutex();

RelWrite(): RelRead():
1: AcqMutex(); 1: AcqMutex()

2: write := false; 2: reads := reads - 1;
3: RelMutex(); 3: RelMutex();

AcqMutex(): RelMutex():
1: <assume held == false; 1: <held := false;>

2: held == true;>

Figure 3. The procedures used in Fig. 2

Update and Read by different threads do not interfere with each
other, i.e.Update andRead are atomic. In other words, noRead is
allowed to execute between the writes tox andv by Update, and no
Update is allowed to execute between reads ofx andv by Read. If
this is the case, thenUpdate andRead can be analyzed as if each
runs sequentially and the assertion can be verified with little effort.

In order to ensure the aforementioned non-interference require-
ment, the programmer employs the readers/writer (r/w) lockidiom.
Fig. 3 shows the new versions ofUpdate andRead using the r/w
lock idiom. The figure also shows the implementation of the r/w
lock, which uses the mutual-exclusion (mutex) idiom to obtain the
correct functionality of a r/w lock.

While proving thatUpdate andRead are atomic, we show that
the bodies ofUpdate andRead are composed of actions of certain
mover types. When the code in Fig. 3 is considered as is, the con-
flicting actions accessingx andv cannot be shown to be movers.
However, the r/w lock ensures that these lines cannot run consec-
utively in any execution, i.e. they never interfere with each other.
Since the mover analysis involves local commutativity checks on
individual actions, it misses this global information. By annotating
code with assertions, we encode that these conflicting actions run at
different synchronization states and thus cannot follow each other
in any execution.

We prove thatUpdate andRead are atomic in two steps. First,
by generating annotations for the mutual-exclusion idiom,we
prove that proceduresAcqRead/RelRead andAcqWrite/RelWrite,
which implement the r/w lock operations, are composed of cer-
tain movers, thus are atomic. Second, we reason about the r/w
lock to show thatUpdate andRead are atomic. At each step, our
method generates the assertions for the regarding idiom automati-
cally, given a simple hint about how the idiom is implementedin
the program. In the following, we will first introduce the imple-
mentations of these idioms, and then explain how the annotation
engine is informed of these idioms through simple hints.

3.3 Synchronization idioms

Fig. 3 shows the procedures that implement the readers/writer and
mutex lock idioms. While the former idiom is used to access the
(x,v) pair atomically inUpdate and Read, the latter is used to
implement the readers/writer lock correctly.

Readers/writer lock. ProceduresAcqRead and RelRead (alterna-
tively, AcqWrite andRelWrite) are used to acquire and release the
read (write) lock, respectively. The implementation ensures that
no code betweenAcqRead and RelRead is executed concurrently
with code betweenAcqWrite and RelWrite. However, code be-



Update(k : int): Read():

1: <AcqWrite(); w := tid;> 1: <AcqRead(); w := 0;
2: <assert w==tid; x := k;> r[tid] := true;>

3: <assert w==tid; lv := v;> 2: <assert w==0; lx := x;>
4: <assert w==tid; v := lv + 1;> 3: <assert w==0; lv := v;>
5: <assert w==tid; RelWrite(); 4: <assert w==0 && r[tid]==true;

w := 0;> RelRead(); r[tid] := false;>
5: return (lx,lv);

AcqWrite(): AcqRead():

1: <AcqMutex(); m := tid;> 1: <AcqMutex(); m := tid;
2: <assert m==tid; 2: <assert m==tid;

assume reads==0 && write==false;> assume write==false;>

3: <assert m==tid; 3: <assert m==tid;
write := true; reads := reads + 1;

4: <assert m==tid; RelMutex(); 4: <assert m==tid; RelMutex();
m := 0;> m := 0;>

RelWrite(): RelRead():
1: <AcqMutex(); m := tid;> 1: <AcqMutex(); m := tid;>

2: <assert m==tid; 2: <assert m==tid;
write := false; reads := reads - 1;>

3: <assert m==tid; RelMutex(); 3: <assert m==tid; RelMutex();
m := 0;> m := 0;>

Figure 4. The annotated version of the procedures in Fig. 3

tweenAcqRead andRelRead can be executed by multiple threads
concurrently. Thus, the r/w lock ensures thatUpdate andRead may
not run concurrently, and allows concurrent execution of multiple
Read calls.

The integer variablereads stores the number of currently read-
ing threads, and the boolean variablewrite indicates whether a
thread is currently writing. Theassume statement models waiting
on a condition;assume e terminates whene holds, otherwise it
blocks1.

The following invariant expresses the implementation of the r/w
lock in the program: Whileread>0 and write==false, the read
lock is held, and whilereads==0 andwrite==true one thread has
held the write lock. For the program to implement readers/writer
correctly, the pair(reads,write) must be accessed atomically. The
programmer ensures this using the mutual-exclusion idiom.

Mutual-exclusion. ProceduresAcqMutex and RelMutex are used
to acquire and release the mutex lock. We assume thatAcqMutex

and RelMutex have atomic bodies. The implementation ensures
that no code pieces betweenAcqMutex andRelMutex are executed
concurrently.

The programmer uses the booleanheld variable to indicate
whether the lock is currently held by a thread or not. The following
invariant expresses the implementation of the mutual-exclusion
in the program: Whileheld==false, the lock is free, and while
held==true one thread has held the lock. The lock is acquired and
released, by settingheld to true andfalse, respectively.

3.4 Annotating procedures

Figure 4 shows the version of procedures in Fig. 3 annotated by
our technique. We now describe the annotations generated byour
tool and explain how the assertions indicate noninterference while
proving that the proceduresUpdate andRead are atomic.

Let us first consider how the mutual-exclusion is expressed in
the annotations. The programmer provides the annotation tool the
predicateheld==true. The predicate indicates at which states the
lock is held. The tool automatically determines the acquireand
the release operations and generates the annotations as assignments
and assertions referring to an auxiliary variablem.

1 The uses ofassume at line 2 ofAcqWrite andAcqRead in Figure 3 may
cause deadlocks. We deliberately usedassume to simplify the presentation.
A deadlock-free implementation can be obtained by replacing assume e in
both lines withwhile(!e){RelMutex();AcqMutex();}

First, notice that the lines 1 and 4 ofAcqRead andAcqWrite are
annotated with assignments tom. This is because the annotation
engine detects, by considering the body ofAcqMutex andRelMutex,
that these lines acquire and release the mutex lock, respectively,
thusm must be updated to preserve the correspondence between the
value ofm and the lock state. Then observe that the assertions make
it explicit that lines 2-3 ofAcqRead and lines 2-3 ofAcqWrite run
at different synchronization states of the mutex lock and thus do
not interfere. To see how this makes it possible to prove actions to
be movers, consider the following action pair executed by different
threads:

AcqRead(): AcqWrite():
2: <assert m==tid; 3: <assert m==tid;

assume write==false;> write := true;>

During the mover analysis, this action pair is considered asif
tid in each action refers to a different thread id. The assertions ex-
press that this pair of actions cannot run consecutively, since they
are executed when the same mutex lock is held by different threads.
By using the assertions we prove that the actions inAcqRead and
AcqWrite that write to and read from the(reads,write) pair do
not interfere with each other, thus these actions are movers. Conse-
quently,AcqRead andAcqWrite are both atomic. A similar reason-
ing holds forRelRead andRelWrite. Once this is provided, we can
now reason about the use of the readers/writer lock inUpdate and
Read.

In order to generate the annotations for the r/w lock, the pro-
grammer provides the predicatesreads>0 && write==false and
reads==0 && write==true. These predicates indicate at which
states the read and write lock are held, respectively. The variable
w, with domainTid ∪ {0}, is used to add auxiliary information
about whether the write lock is being held (w==tid) or not (w==0).
In addition, the variabler encodes a boolean predicate with domain
Tid , and indicates whether the read lock is being held by the cur-
rent thread or not. The lines that read from and write to the(x,v)

pair are annotated with assertions that indicate whether the write
and read locks are free or not, respectively.

By considering the proved-atomic bodies ofAcqWrite and
AcqRead, the first lines ofUpdate and Read are detected to ac-
quire write and the read lock, respectively, so are annotated with
assignments tow andr. Proper annotations are done for the actions
that release the locks. Now consider lines 2-3 ofRead and lines 2-4
of Update. While the former run while the read lock is held, the
latter run while the write lock is held. Therefore these lines run at
different synchronization states and thus do not interfere. To see
why these actions are movers, consider the following actionpair
executed by different threads:

Update(k : int): Read():
2: <assert w==tid; x := k;> 2: <assert w==0; lx := x;>

Notice that since the thread id stored intid cannot have the
value0, the assertions conflict with each other. Therefore, this pair
of actions cannot get executed consecutively.

In addition, the write lock provides mutual-exclusion for con-
current runs ofUpdate. To see how this is expressed through as-
sertions, consider the following pair of actions, again executed by
different threads:

Update(k : int): Update(k : int):
2: <assert w==tid; x := k;> 2: <assert w==tid; x := k;>

During the mover analysis, this action pair is considered asif
tid in each action refers to a different thread id. By a similar rea-
soning to mutual-exclusion above, the assertions make thisaction
pair trivially satisfy the mover check.



3.5 Debugging the synchronization idiom

While helping to prove atomicity, the generated annotations also
indicate for which parts of the program the synchronizationidiom
is effective, and thus are useful for debugging applications of the
idiom. We will now show several bug examples and explain how
our annotation method helps to detect and diagnose these bugs.

Incorrect use of the idiom. Although the programmer correctly
implements a synchronization idiom, she may not obey the usage
rules enforced by the idiom. For example, the readers/writer lock
idiom enforces that a thread must first acquire the write lockbe-
fore using it, and every release must match a previous acquire by
the same thread. If the program contains a path that violatesthis
rule, our technique is able detect this. We do this by encoding the
usage rules of the idiom as verification conditions and checking
these conditions before the annotation starts. The verification con-
dition for each usage rule has two parts:R (a rely condition) and
G (a guarantee condition). These (R,G) pairs are generated auto-
matically given simple hints, referred to above, about the synchro-
nization idiom. Each procedure is checked against these conditions.
During the check,R expresses an assumption that no other thread
running concurrently with the procedure under the check violates
the rule, whileG asserts that every action of the current procedure
obeys the rule. For example,R for the r/w lock idiom expresses
that if the lock is held by the current thread, no other threadmay
acquire it before the current one releases it. The corresponding G

asserts that an action does not acquire a lock held by anotherthread.
If it is detected that a procedure may release a lock before acquiring
it, this is detected and programmer is informed about the missing
acquisition. The annotation engine runs only after the program is
proved to satisfy these verification conditions.

Missing synchronization.If the mover check for an actionα pro-
tected by a synchronization idiom fails, there are two possible rea-
sons. First, annotations may be incorrect or weak to show thenon-
interference. Sec. 3.6 gives an example where the annotations are
weak. However, our annotation scheme generates strong enough
assertions to prove for atomicity reduction. The second reason is
that there is a true interference betweenα and another action in the
program. This is the case if, although the program conforms to the
usage rules of the idiom, the programmer omits using the idiom for
an action that conflicts withα. In this case the actual use of the
idiom does not fit the intended use of the idiom.

For example, suppose that the example in Figure 2, using the
procedures defined in Figure 3, contains an extra threadT6, in par-
allel toT2-T5, that updates the(x,v) pair without callingAcqWrite
andRelWrite. In this case, the checking of the idiom’s usage rules
does not fail, becauseT6 completely ignores using the r/w lock,
which does not violate the rules of the r/w lock. However, theac-
tions in T6 will not be annotated with assertions, which indicates
missing synchronization inT6. As a result, the blocks surrounded
by AcqWrite andRelWrite will not get reduced to atomic blocks,
since there is interference between the actions in these blocks and
the actions ofT6; this interference cannot be ruled out by the as-
sertions in the former. The failing mover checks and the missing
assertions help the user to identify the missing synchronization.

Incorrect implementation of the idiom. Missing annotations in-
dicate either an incorrect implementation of the idiom, or insuffi-
cient atomicity level for the program. For example, supposethat the
readers/writer lock implementation does not use mutual-exclusion.
Therefore, the pair(reads,write) is not read and updated atomi-
cally. In this case, the annotation engine will not find the acquire
and release operations, which must be atomic actions in the current
program, and will not annotate the program. The missing annota-
tions inUpdate andRead indicate that the proceduresAcqRead and
AcqWrite do not implement the intended lock operations.

AcqWrite(): AcqRead():

1: <AcqMutex(); m := true;> 1: <AcqMutex(); m := true;
2: <assert m==true; 2: <assert m==true;

assume reads==0 && write==true;> assume write==false;>
3: <assert m==true; 3: <assert m==true;

write := true; reads := reads + 1;

4: <assert m==true; RelMutex(); 4: <assert m==true; RelMutex();
m := false;> m := false;>

Figure 5. The annotated procedures with weaker assertions

Update(k : int): Read():
1: <AcqWrite(); w := tid;> 1: <AcqRead(); w := tid;>

2: <assert w==tid; x := k;> 2: <assert w==tid; lx := x;>
3: <assert w==tid; lv := v;> 3: <assert w==tid; lv := v;>

4: <assert w==tid; v := lv + 1;> 4: <assert w==tid; RelRead();
5: <assert w==tid; RelWrite(); w := 0;>

w := 0;> 5: return (lx,lv);

Figure 6. The annotated procedures with stronger assertions

3.6 Naı̈ve attempts

We conclude this section by showing two failing attempts to an-
notating our example program despite the fact that the example is
correct. These illustrate that coming up with the right program an-
notations is non-trivial, and indicates the essence of automating the
annotation process.

Assertions too weak.Let us now use a boolean auxiliary variablem

to perform the annotation for the mutual-exclusion idiom asshown
in Fig. 5. Predicatesm==true (alternatively,m==false) indicate the
mutex lock is being held (alternatively, free). In the new scheme,
the lines that callAcqMutex andRelMutex assigntrue andfalse to
m, respectively.

Although the assertions are valid, this annotation is not enough
to show that actions ofAcqRead andAcqWrite are not simultane-
ously enabled, since both actions seem to run at the same syn-
chronization state, wherem==true holds for both actions. Thus, the
mover check for these actions fails in this case, since the assertions
do not suffice to express the fact that the lock is held by different
threads. In contrary, the assertionsm==tid inserted by our annota-
tion scheme are strong enough to express this fact properly.

Assertions too strong.Fig. 6 gives an annotation scheme where
Update andRead are both annotated with the same assertionw==tid.
This makes pairs of actions having elements fromUpdate andRead
trivially satisfy the mover check.

However the assertionsw==tid in Read indicate that no two
thread may runRead simultaneously. In fact, these assertions are
not valid as the readers/writer lock allows multiple lines of Read

to run concurrently, violating the assertion. Consequently, these
assertions will not be proved in later stages of the proof. Atthis
point, it is difficult to distinguish whether the program contains
a bug or whether the annotations contained erroneous reasoning.
Our annotation scheme always generates valid assertions, which
can be discharged later in the proof, preventing this difficulty. In
fact, we will show in Sec. 5 that while the assertions added byour
tool help in a subsequent reduction step, they are proved valid after
the critical regions protected by the idiom are proved to be atomic.

4. Preliminaries
4.1 The ActionPL language

Following [4], we use a language called ActionPL to describe
programs formally. The syntax of ActionPL is given in Fig. 7.

Syntax. An atomic statement (Atomic of Fig. 7) in ActionPL
is expressed as agated actionϕ . τ , abbreviated asaction. The
store predicateϕ is thegateof the action and represents the set of
program states from which this action can execute without “going



Atomic : α ::= ϕ . τ

Stmt : s ::= α | ρ() | s ; s | s ‖ s | s 2 s | s	

Dynamic : d ::= skip | error | t : s | d ; d | d ‖ d

Figure 7. The syntax of the ActionPL language.

wrong”. In other words, the gate represents an assertion on the
pre-states of the action and going wrong corresponds to violating
the assertion. The transition predicateτ represents the set of state
transitions allowed by this gated action.Atoms(P) returns the
set of all gated actions in the programP . We sometimes express
transition predicates in the compact notation:〈τ 〉M ≡ τ ∧ (∀x ∈
Var\M . x ′ = x) whereM is list of variables written byα and
x ′ is a variable that refers to the value ofx after the transition
described byτ is taken.

Statements in ActionPL (Stmt of Fig. 7) are either atomic state-
ments, procedure calls (ρ()) or are built from them by sequential (;)
or parallel (‖) composition, non-deterministic choice (2) or loop-
ing (s	 ). We model argument passing using global variables. Dy-
namic statements (Dynamic) are used for formalizing the seman-
tics and will be explained below.

Semantics.Execution of the program follows interleaving seman-
tics in which only one atomic statement is executed at a time with-
out being interrupted. Statements may refer to the current thread
id through the special variabletid ∈ Var , whose domain isTid .
To represent the fact that a statements ∈ Stmt is executed by a
threadt ∈ Tid , we use thedynamic statementt : s. Execution of a
gated actionϕ . τ by threadt may result in one of two outcomes:
if the current store satisfies the gateϕ, the store is modified atomi-
cally consistent with the transitionτ . Otherwise, the executiongoes
wrong. An executionof s is a sequence of transition steps. Ater-
minating executionis one that ends in special dynamic statements
skip or error. An execution is said to succeed if it ends inskip and
to fail (or go wrong) if it ends in error. The program goes wrong
from I, if there exists a failing execution of the program with the
initial storeσ satisfyingI. The complete operational semantics of
ActionPL can be found in [4].

4.2 TheQED method

The QED method [4] provides a set of proof rules and related tools
for proving assertions in concurrent programs. A proof in QED
consists of rewriting the input program, denotedP1, iteratively us-
ing abstraction and reduction so that, in the limit, one arrives at
a program, denotedPn, that can be verified by sequential reason-
ing methods. Reduction, due to [11], creates coarse-grained atomic
statements from fine-grained ones. Abstraction of a statement al-
lows us to reason that it does not interfere with other atomicstate-
ments.

Formally, the proof is expressed asP1, true 99K P2, I2 99K

· · · 99K Pn, In where the pairPi, Ii denotes a proof context,
which is defined by the current programPi and program invariant
Ii. Each proof stepPi, Ii 99K Pi+1, Ii+1 is governed by a proof
rule which either rewrites the program, as an application ofreduc-
tion or abstraction, or changes the program invariant. The proof
terminates when it reaches a proof contextPn, In where the asser-
tions in every atomic statement inPn can be discharged separately
by sequential reasoning. The soundness of the method is stated as
follows (see [3] for the proof): IfPn does not go wrong fromIn,
thenP1 does not go wrong fromIn.

The application of reduction in QED aims to enlarge the atomic
code blocks in the program by combining multiple gated actions to
single gated actions. For each kind of statement in Fig. 7, a separate
proof rule governs the application of reduction. Each rule requires
that the statement is composed of gated actions of certain mover

types. For example, a statementα1;α2 can be combined to a single
gated action ifα1 is a right-mover orα2 is a left-mover.

We define the abstraction relation to define mover types.ϕ2 .τ2
abstractsϕ1 . τ1 from I, denotedI ` ϕ1 . τ1 � ϕ2 . τ2, if the
following two conditions hold:

1) � (I ∧ ϕ2) ⇒ ϕ1 2) � (I ∧ ϕ2 ∧ τ1) ⇒ τ2

The first condition above states that wheneverϕ1 . τ1 goes wrong
from I, so doesϕ2 . τ2. The second condition states that whenever
ϕ2 . τ2 does not go wrong fromI, it simulates succeeding runs of
ϕ1 . τ1 from I.

Figure 8 gives the rule for right-movers; the rule for left-movers
is similar. In the rule,Concur(α) returns the set of all actions that
may execute concurrently withα. α[t] denotes the actionα where
tid is substituted byt both in the gate and the transition. The
premise states that, from states satisfyingI, a subsequent execution
of α andβ by different threads is simulated by their execution in the
reversed order. The judgmentP , I ` α : m expresses the mover
type ofα in the proof contextP , I wherem ∈ {R,L}. In the rule
α ◦ β stands for atomic sequential composition ofα andβ.

RIGHT-MOVER
∀t, u ∈ Tid. ∀β ∈ Concur(α) :
(t 6= u) ⇒ (I ` (α[t] ◦ β[u]) � (β[u] ◦ α[t]))

P,I ` ϕ . τ : R

Figure 8. The right mover rule

Intuitively, the right-mover rule states that in any execution of
the program, commutingα to the right of any other following
action β yields a new execution that is either equivalent to the
original execution or one that goes wrong.

A central theme in the approach presented in this paper is the
use of assertions to help reduction. Adding an assertion to an ac-
tion α is an abstraction, and replacing actions with more abstract
actions is sound for assertion checking [4]. We use assertions to
eliminate apparent interference between actions which in reality
does not exist due to synchronization idioms used in the program.
Adding conflicting assertions to a pair(α, β) indicates thatα and
β run at different synchronization states. As a result, the sequential
composition ofα andβ always goes wrong while doing the simu-
lation check in Fig. 8 which makes the pair(α, β) trivially satisfy
the checks in Fig. 8.

In the following sections we investigate several common syn-
chronization idioms and explain how we provide proof assistance
for programs using these idioms.

5. The annotation method
Recapitulating Sec. 3, one of the main objectives of this paper is to
have the program text and annotations reflect the synchronization
idiom employed to control concurrency. Such an objective neces-
sarily starts with the formal specification of the idiom. Thespec-
ification provides the type of the idiom and some informationon
how each program line relates to the implementation of this idiom.
The outcome of this step is a template which can be used to cor-
rectly annotate the program. The annotation can either be done by
the user manually, following a proof script or automatically by a
theorem prover. In this section, we will explain each step indetail,
illustrating the main ideas via the running example.

5.1 Describing Synchronization Idioms

A synchronization idiom stands for any well-known pattern to re-
strict the amount of concurrency in the execution of a program. For
instance, readers/writer lock is an idiom denoting the collection
of implementation methods which distinguish the lines of code,



Srwlock(φR, φW )

V = {r , w} Dom(w) = Tid ∪ {0}
Dom(r) = ℘(Tid × {true, false})

I =
∧





φw ⇒ ¬φr

¬φw ⇔ w = 0
φr ⇔ ∃t. r(t) = true





A =
∧















∀t ∈ Tid . t 6= tid⇒ r ′(t) = r(t)
(φw ⇔ φ′

w) ⇒ w ′ = w
(φr ⇔ φ′

r) ⇒ r(tid)′ = r(tid)
(¬φw ∧ φ′

r) ⇒ r ′(tid) = true
(¬φr ∧ φ′

w) ⇒w ′ = tid ∧ r ′(tid) = false
(φw ∧ ¬φ′

w) ⇒ w ′ = 0















P = { w = tid, w = 0, w 6= 0, w 6= tid,
r [tid] = true, r [tid] = false }

R =
∧

(

(w = tid) ⇒ (w ′ = w)
r(tid) = r ′(tid)

)

G =
∧

(

(w 6= 0 ∨ w 6= tid) ⇒ w ′ = w)
∀t. t 6= tid ⇒ r(t) = r ′(t)

)

Figure 9. The idiom template for the r/w lock idiom

the critical sections, for reading and writing part of memory that
cannot be executed concurrently. We formalize the idea of a syn-
chronization idiom by specifying a set ofidiom formulas. For the
mutual-exclusion idiom, this set contains one formula:φ over pro-
gram variables. Intuitively,φ is the predicate which becomestrue
only when there is at least one thread that has the mutex lock.For
the readers/writer lock idiom, the set contains two formulas: φr

andφw both of which are predicates over program variables. While
φr becomestrue only when there is at least one thread that has a
reader’s lock,φw becomestrue exactly when there is (exactly) one
thread holding the writer’s lock.

The idiom formulas express how the idiom is implemented in
the program. Recalling our running example, the use of the mutual-
exclusion in Fig. 3 is specified by the predicateφ =(held==true).
This means the program contains atomic actions that acquireand
release the lock by setting and resettingφ to true and false, re-
spectively. The proceduresAcqMutex and RelMutex contain these
actions. Our method is able to recognize these actions and do
the required annotation. Similarly, the use of the r/w lock is
specified by the predicatesφr =(reads>0 ∧ write==false) and
φw =(write==true). Each of proceduresAcqRead, RelRead, Acq-
Write and RelWrite performs an operation that corresponds to
either acquiring or releasing either the read or the write lock.

5.2 Relating the Idiom to the Program

The idiom formulas divide the state space of the program. For
example, the mutual exclusion idiom divides into two, states in
which the lock is acquired and states in which the lock is free. In
order to apply static proof methods to the program, the structure of
the state space must be linked to the program text. We introduce
now a structure,idiom template, establishing this link.

The idiom template is a tuple〈V, I,A,P〉. The first component
V is the set of auxiliary variables used to relate the idiom formulas
to the gated actions of the program.I is the global invariant that is
expected to hold if the idiom is correctly implemented and used.
A defines the transition relation of the auxiliary variables in V.
This transition relation is defined using the truth values ofthe
idiom formulas. Finally,P is a set of predicates over variables in
V. Each predicate inP is a candidate for the final annotation of the
actions in the program due to the idiom under consideration.These
predicates over the program variables and the variables inV encode
the restrictions on concurrent execution enforced by the idiom.

The template for the r/w lock will be denoted bySrwlock(φr, φw).
The subscript and the parameters used for naming the template

show the idiom and its formulas. The user has to specify both the
idiom, e.g., that it is the r/w lock, and its associated formulas,φr

andφw for the r/w lock idiom. Figure 9 shows the elements of the
constructed idiom template.

The set of the auxiliary variables,V, contains two variables:w
and r. The variablew can hold any value in the setT id ∪ {0}.
Intuitively, its value defines the state of the writer’s lock: if 0, no
thread has the lock; ift, then the thread with idt holds the lock.
The variabler is a unary predicate overT id. Intuitively, the value
r(t) is true only when the thread with idt holds a reader’s lock. As
can be seen, these variables depict whether a lock is held andif so,
by which thread.

The invariantI, and the transition predicateA that annotates
each action in the program together establish the link between the
auxiliary variables, program state and transitions by making use of
the idiom formulasφw, φr.

I, is a conjunction of three terms. The first conjunct specifies
that whenever the condition for the writer lock is satisfied,the
condition for the reader lock is not. The other conjuncts relate the
auxiliary variables to the idiom formulas, formalizing what we have
described in the previous paragraph. The variablew is 0 iff the
writer lock conditionφw is not satisfied. The last conjunct states
that the reader lock conditionφr is satisfied iff there is at least one
t such thatr(t) holds.

Whereas inI, state invariants were given,A will provide the
transition counterpart; that is, how auxiliary variablesw, r change
their values based on the change in the idiom formulasφw, φr.
For example, the fourth conjunct states that whenever the current
thread acquires the readers lock, expressed byφw being false in
the current state andφr being true in the next state, the auxiliary
variable valuation should reflect this by setting the next value of
r(tid) to true. Similarly, the fifth conjunct states that whenever the
current thread acquires the writers lock, expressed byφr being false
in the current state andφw being true in the next state, the auxiliary
variables should reflect this by setting the the next state value ofw
is set totid.

The candidate annotation setP contains four predicates. Each
predicate represents some information about the writers lock. The
first two are precise:w = tid means the writers lock is held by
the current thread;w = 0 means the writers lock is not held by
any thread. The third and fourth are less precise: the formerstates
that the lock is held by some unspecified thread; the latter states
that the current thread is not holding the writers lock. We have
found that these predicates are strong enough to correctly annotate
the program code in order to prove the desired non-interference
targeted by the r/w lock idiom.

Recalling our running example, each of proceduresAcqRead,
RelRead, AcqWrite andRelWrite performs an operation that corre-
sponds to a transition specified in one of the lines inA. As a result
of the annotation, the predicatesw==tid andw==0 are inserted to
the code blocks in which the write lock is held and the read lock is
held, respectively.

5.3 Annotating Programs - Template for Manual Insertion

An idiom template〈V, I,A,P〉 generated as explained in the previ-
ous section can be used as the basis of a QED proof script. In this
section, we present a script (Fig. 10) in which the user guesses the
program annotations. We do this for ease of exposition. In the next
section, we explain how we automatically generate annotations.

The first phase, line(1), temporarily removes existing asser-
tions in the program. These assertions will be restored at the end
of the script in line(8). They are temporarily removed so that the
proof effort in the script concentrates solely on assertions relating
to the synchronization idiom under study. The added annotations
should be only about the idiom; they will be checked in phase(7).



(1) pushasserts
(2) auxannotate V, A

(3) invariant I

(4) specify ρ1|label1, pre1, post1
... ...
specify ρn|labeln, pren, postn

(5) assert label1, p1

... ...
assert labelm, pm

(6) reduce ρ1, ..., ρn

(7) check ρ1, ..., ρn

(8) popasserts

Figure 10. The proof script for adding annotations

Line (2) introduces the auxiliary variablesV and their transi-
tion relationA. This transition relation is embedded into the pro-
gram by replacing every gated actiontrue . τ in Atoms(P) with
true . (τ ∧ A). This step also annotates the action with proper as-
signments to the auxiliary variable, as implied by the transition
predicate of the action andA. For example, the atomic body of
AcqWrite together withA to the r/w lock implies thatw==tid at the
end, so the assignmentw := tid is appended to the actions that call
AcqWrite.

Line (3) introduces the invariantI. If I is not found to be an
invariant of the program, this indicates either the idiom isnot
correctly implemented or it is too early in the proof to applythe
proof script: the program invariant is not strong enough, orthe
atomic blocks are not large enough.

In line (4), the user provides specifications for the procedures
and the loops of the program as they concern this synchronization
idiom. As such, each specification is a pair of formulas taken
from the setP: the preconditionpre

i
, which should hold when the

procedure or the loop starts execution and the post-conditionpost
i

which should hold when the execution of the said part completes.
These formulas are what the user thinks will hold about the idiom
under consideration. Recall that each element ofP is only about the
synchronization idiom. This might be better pictured as a projection
of the specifications for procedures and loops onto idiom relevant
information. If no specification is given, both formulas areassumed
to be equal to the invariant.

Line (5) is the main annotation step. The user annotates the code
by specifying a gated action and how its gate should be strength-
ened. That is, once the user guessespi among those contained in
P as an annotation for a particular actionϕ . τ with label labeli,
assert labeli, pi adds the predicatepi ∈ P to the gated actionϕ.τ ,
i.e. replaces the action with(ϕ ∧ pi) . τ .

Line (6) applies Lipton’s reduction iteratively. At the end of
this phase, certain code blocks are combined into compound atomic
actions. Line(7) checks whether the assertions inserted in line(5)
are indeed correct. For each gated action inρi, check performs a
sequential analysis that verifies the gate of the action by considering
the program invariant as the pre-condition. Disposing assertions by
sequential reasoning in this way is made possible by the reductions
performed in line(6) over the newly annotated program. If no
assertion fails, the atomic blocks computed in line(6) are indeed
atomic and the guessed annotations are correct. The assertions
might fail either because the idiom is not correctly implemented
or because the assertions are too weak, too strong or simply wrong.
This failure is likely to provide valuable insight to the user about
the program and the implementation of the idiom.

5.4 Annotating Programs - Algorithm

The successful validation of the annotations introduced inline 5
of the preceding section depends on the usefulness of the annota-

tactic (instrument P, R, G)(P, I):
1 // check the program without adding assertions
2 Ψ := GenerateV C(P, I, R, G)
3 if (Ψ is not valid)then
4 Fail and return the original programP
5 // do instrumention per predicate inP
6 foreach (p ∈ S.P) do
7 // addp to gated actions as assertion
8 foreach (ϕ . τ ∈ Atoms(P)) do
9 if ((ϕ ∧ p) is satisfiable)
10 Replaceϕ . τ with (ϕ ∧ p) . τ in P
11 // remove invalidated assertions
12 while (true) do
13 Ψ := GenerateV C(P, I, R, G)
14 break if (Ψ is valid)
15 Failed:=Z(Ψ)
16 foreach ((ϕ ∧ p) . τ ∈ Failed) do
17 Replace(ϕ ∧ p) . τ with ϕ . τ in P
18 Return the current programP

Figure 11. The inference algorithm

tions generated. As explained, failure by the user to come upwith
appropriate annotations during that phase is likely to be the norm
as there are too many pitfalls. In this section, we will provide a
remedy: we will explain a new approach which makes assertion
generation completely automatic.

We modify the proof script of Fig. 10 by replacing line 5 with
the following tactic:

(5) instrument R, G

The tacticinstrument expects as parameters two transition for-
mulas,R and G. Intuitively, these formulas specify which state
transitions related to the synchronization idiom are allowed. Both
are actually automatically generated once the idiom formulas are
supplied; their values are given in Fig. 9 for the r/w lock idiom. We
have included them as parameters to explicate their import to the
instrument tactic.

The formulaR gives a global condition that a thread can assume
about the actions executed by other threads. In the case of the r/w
lock, it consists of two conditions. The first one states thatthat the
status of a held writers lock cannot change as long as only those
threads not holding the lock are executing. The second states that
the readers lock cannot be assigned to or taken from a thread by
some other thread.

The formulaG, on the other hand, gives a local condition that a
thread has to satisfy each time it executes an action. Again referring
to our example given in Fig. 9, there are two conditions that have
to be satisfied. The first one states that if the action is executed by
a thread that does not hold the writers lock which is held by some
thread, the state of the writers lock cannot change. The second one
states that the running thread cannot change the readers lock status
of any other thread.

The pseudo-code explaining how the tacticinstrument operates
is given in Fig. 11. The extra parameters seen in the pseudo-code
are the predicate componentP of the idiom template and the current
proof context (P ,I). As will be explained below, the proof context
can be modified by the tactic.

The tactic instrument starts with a sanity check for the id-
iom formulas (lines 2-4). A verification condition (VC) genera-
tor is called for the current proof context along with the formu-
las R and G. We will skip the details of how the VC generator,
GenerateV C, operates. Briefly, it is similar to [1], except for
the following: while the weakest-precondition of each gated action
ϕ . τ is computed aswp(ϕ . τ, ψ) = ∀Var ′. ϕ ∧ (τ ⇒ ψ′) in the
sequential case, we compute it in the concurrent case as follows:

wp(ϕ.τ, ψ) = (∀Var
′. ϕ∧(τ ⇒ G))∧ (∀Var

′. (R◦τ◦R) ⇒ ψ′)



This new form of the weakest-precondition expresses that each
gated action assumesR and assertsG. The tacticinstrument is
expected to forward the VC to a theorem prover, which, in our
framework, is the Z3 SMT solver [2].

The output of the VC generation routine called at line 2 is the
formulaΨ. If the idiom formulas match with the idiom they specify,
Ψ comes out as a valid formula. This is why a non-validΨ causes
an abortion of the overall annotation script much like (3) ofFig. 10.

In the remaining part of theinstrument (lines 6-17), a suitable
annotation for each gated action is sought. First, a predicatep from
the setP is chosen. The only requirement forp is that it should not
be weaker than another predicate not yet chosen. This is to ensure
that always the strongest possible annotation is used for gated
actions. Then, each gated action whose gate does not contradict
with p is annotated withp (lines 8-10). Then, until a valid VC
is generated, those gated actions whose modified assertionsmay
be violated (elements of theFailed set at line 15, returned by
Z3) are restored to the values they had at the start of the outer
loop iteration (lines 16-17). This iterative removal of annotations
is bound to terminate since at the very worst all the gated actions
will be restored to the values they had before having been annotated
by p which by a simple inductive argument can be proved to have
a valid VC.

The assertions added, at the end ofinstrument, as annotations
to the gated actions of the program carry information about the
idiom. The candidate annotation predicates given byP appeal to
the understanding of these idioms. Furthermore, in the light of
the experimental evidence (Sec. 6), we conjecture that the absence
of interference targeted by the synchronization idiom is correctly
captured by the assertions added byinstrument.

5.5 Mutual-exclusion

Smutex(φ)

V = {m} Dom(m) = Tid ∪ {0}
I = (¬φ) ⇔ (m = 0)

A =
∧





(¬φ ∧ φ′) ⇒ (m′ = tid)
(φ ∧ ¬φ′) ⇒ (m′ = 0)
(φ ⇔ φ′) ⇒ (m′ = m)





P = { m = tid, m = 0, m 6= 0, m 6= tid }

R = (m = tid) ⇒ (m′ = m)
G = (m 6= 0 ∨ m 6= tid) ⇒ m′ = m)

Figure 12. The idiom template for the mutual-exclusion idiom

The policy template for the mutual-exclusion idiom is givenin
Fig. 12. In the mutual-exclusion idiom, threads acquire locks to get
exclusive access to blocks of code. In the template we represent the
lock conceptually with the predicateφ. Similarly to the r/w lock,φ
is true whenever the lock is acquired. The variablem stores either
0 or a thread id, indicating whether the lock is free or held bya
thread, respectively.I, R, andG associateφ with m and define the
semantics of the mutual-exclusion idiom. The templateSmutex(φ)
is used in the proof script given Fig. 10 to generate annotations
for mutual-exclusion policies. Recalling the example in Fig. 3,
the idiom is implemented by proceduresAcqMutex andRelMutex.
Since this implementation guarantees thatheld==true holds within
the critical sections, the policySmutex(held==true) is provided to
annotate the program.

Variations of mutual exclusion can also be specified in a com-
mon form. For example, the template in Fig. 13 can be used in cases
where the conditions that hold in different critical regions are not
complements of each other as in the above template.

Smutex2(φ1, φ2)

V = {m} Dom(m) = Tid ∪ {0}
I = (φ1 ⇒ (¬φ2)) ∧ ((φ1 ∨ φ2) ⇔ (m 6= 0))

A =
∧















(¬φ1 ∧ φ′

1
) ⇒ (m′ = tid)

(¬φ2 ∧ φ′

2) ⇒ (m′ = tid)
(φ1 ∧ ¬φ′

1) ⇒ (m′ = 0)
(φ2 ∧ ¬φ′

2
) ⇒ (m′ = 0)

(φ1 ⇔ φ′

1
) ⇒ (m′ = m)

(φ2 ⇔ φ′

2) ⇒ (m′ = m)















P = { m = tid, m = 0, m 6= 0,m 6= tid }

R = (m = tid) ⇒ (m′ = m)
G = (m 6= 0 ∨ m 6= tid) ⇒ m′ = m)

Figure 13. The idiom template for a variation of the mutual-
exclusion idiom

AcqReentrant(): RelReentrant():

1: < if(owner == tid) { 1: < count := count - 1;
2: count = count + 1; 2: if(count == 0) {

3: } else { 3: owner := 0;
4: assume owner == 0; 4: } >
5: count := 1;

6: owner := tid;
7: } >

Figure 14. Example implementation of reentrant locks

5.6 Reentrant locks

The policy template for the reentrant locks is given in Fig. 15. A
reentrant lock idiom is similar to a mutex lock, except that it can
be acquired and released by the same thread multiple times aslong
as acquires and the releases are properly nested. Reentrantlocks
are widely-used to implement monitors in modern languages like
Java and C#. We provide a simple reentrant lock implementation in
Fig. 14.

The implementation must keep a counter to remember how
many times the lock has been acquired by the same thread, and
decrease the counter at each release. In the template we represent
the state of the counter with the expressionφc. If φc > 0 holds
then the lock is acquired, and ifφc = 0 then the lock is free.
In the template the thread id that acquired the lock is represented
by the auxiliary variablesm . The templateSreentrant(φc) is used in
the proof script given Fig. 10 to generate annotations for reentrant
locks policies. When the implementation in Fig. 14 is used, then
the template is instantiated by providingφc = count.

Sreentrant(φc)

V = {m} Dom(m) = Tid ∪ {0}
I = ((φc > 0) ⇔ (m = 0)) ∧ (φc ≥ 0)

A =
∧





(φ′

c = φc + 1) ⇒ (m′ = tid)
(φ′

c = 0) ⇒ (m′ = 0)
(φ′

c = φc) ⇒ (m′ = m)





P = { m = tid, m = 0, m 6= 0,m 6= tid }

R = (m = tid) ⇒ (m′ = m)
G = (m 6= 0 ∨ m 6= tid) ⇒ (m′ = m))

Figure 15. The idiom template for the reentrant locks

5.7 Event synchronization

Different forms of the event synchronization appears in concurrent
programs. A common form is the following:

(s1;S; s2)‖(s
1
1 ;W ; s1

2 )‖ · · · ‖(sk

1 ;W ; sk

2 )‖ · · ·



T1: x := 0; v := 0; InitEvent();

--------------------------------------------------------------
T2 T3

1: Update(1); || 1: WaitEvent();
2: SetEvent(); 2: (x1,v1) := Read();

--------------------------------------------------------------

T1: assert (x1 == 1) && (v1 == 1);

InitEvent(): SetEvent(): WaitEvent():
1: done := false; 1: done := true; 1: assume (done==true);

Figure 16. Synchronizing threads with events

Sevent(φ)

V = {e, s} Dom(e) = Tid ∪ {0} Dom(s) = {true, false}
I = φ ⇔ ((s = true) ∧ (e = 0))

A =
∧

(

(¬φ ∧ φ′) ⇒ (e′ = 0 ∧ s′ = true)
(φ ⇔ φ′) ⇒ (e′ = e ∧ s′ = s)

)

P = { s = true, s = false}

R = ((e = tid ∧ s = false) ∨ (e = 0 ∧ s = true)) ⇒
(e′ = e ∧ s′ = s)

G = ((e 6= tid ∧ e 6= 0 ∧ s = false) ∨ (e = 0 ∧ s = true)) ⇒
(e′ = e ∧ s′ = s)

Figure 17. The idiom template for the event synchronization idiom

In this context, an event is a condition, sayφ, that is false before
the event is set and is true after the event is set. The statement
s1;S; si

2 sets the event, where statementS makesφ true, and the
statmement(si

1;W ; si

2) waits for the event, where statementW
waits forφ to be true, i.e.W terminates only when the event is set.
We will refer to(s1;S), s1

1 , ..., s
k

1 ands2, (W ; s1
2 ), ..., (W ; sk

2 ) by
beforeandafter phases of the statements, respectively.

As an example, consider the program in Fig. 16, which uses
event synchronization implemented using the variabledone. The
“before” phase ofT2 updates the pair(x,v) and it setsdone to
true. Then the “after” phase ofT3 reads the(x,v) pair. The event
preventsT2 from reading the initial values ofx andv.

We handle event synchronization ins through the following
steps:

1. We first annotate the gated actions in the parallel statement s
with assertions using the technique described in Sec. 5.3. The
policy template for event synchronization is given in Fig. 17.
The predicateϕ in the template represents the condition over
the program variables representing the event. For the program in
Fig. 16, for example,Sevent(done==true) is used for annotation
generation. The variablese ands store the owner of the event
and whether the even has been set, respectively.

2. We do reduction using thereduce all tactic, which applies a
sequence of reduction rules until no more rule are applicable.

3. We then use the proof rulesHOIST-L-MOVERandHOIST-R-MOVER,
given in Fig 18, to hoist before and after phases out of the par-
allel statements. If the before phase of a setter statement is a
left-mover,HOIST-L-MOVER hoists this phase before the parallel
statement. Similarly, if the after phase of a waiting threadis a
right-mover,HOIST-R-MOVER hoists this phase after the parallel
statement. This makes the before and after phases ins sequen-
tially composed with each other, which is in fact enforced by
the event synchronization at runtime.

Now recall the example in Fig. 16. Using the idiom template
Sevent(done==true), we add the assertions==false to lines 1-2
of T2 and the assertions==true to lines 1-2 ofT3. The asser-
tions allow us to show that actions ofT2 are left-movers and ac-

HOIST-L-MOVER
S1 = (α; s1)‖s2 P,I ` α : L S2 = α; (s1‖s2)

P,I 99K P[S1 7→ S2],I

HOIST-R-MOVER
S1 = (s1;α)‖s2 P,I ` α : R S2 = (s1‖s2); α

P,I 99K P[S1 7→ S2],I

Figure 18. Rules for hoisting actions out of a parallel statement

FindSlot(x:int)

returns r:int
1 for (i=0; i<N; i++) {

2 acq(M[i]);
3 if (M[i].elt==nil && !(M[i].vld)){
4 M[i].elt := x; rel(M[i]);

5 r := i; return;
6 } else { rel(M[i]); }

7 } r := -1; return;

LookUp(x:int)
returns r:bool

1 for (i=0; i<N; i++) {

2 acq(M[i]);
3 if (M[i].elt==x && M[i].vld){

4 rel(M[i]; r := true; return;
5 } else { rel(M[i]); }
6 } r := false; return;

InsertPair(x:int, y:int)

returns r:bool
1 i := FindSlot(x);

2 if (i == -1) {
3 r := false; return;
4 }

5 j := FindSlot(y);
6 if (j == -1) {

7 M[i].elt = nil;
8 r := false; return;

9 }
10 acq(M[i]);
11 acq(M[j]);

12 M[i].vld = true;
13 M[j].vld = true;

14 rel(A[i]);
15 rel(A[j]);
16 r := true; return;

Figure 19. The multiset implementation

tions ofT3 are both-right-movers. UsingHOIST-L-MOVER for T2 and
HOIST-R-MOVER for T3, we obtain a sequential composition of the
initialization byT1, T2, T3 and the assertion byT1.

6. Experience
In this section we give evidence about the usefulness of our tech-
niques using programs from the literature. We applied our tech-
niques to these programs mechanically or manually.

Multiset. Figure 19 shows a concurrent multiset of integers with
InsertPair andLookUp operations. The implementation contains
an arrayM of cells for storing the multiset elements; theelt field of
the cell stores the element and thevld field indicates whether the
value stored inelt is valid. Proceduresacq andrel acquire and
release (M[i].lck), the lock of celli. We implemented two ver-
sions of multiset, one with the mutex locks (given in Figure 19)
and another with the readers/writer lock. In the readers/writer ver-
sion, proceduresFindSlot andInsertPair acquire the write lock,
whereasLookUp acquires the read lock. For this version, we used
the same lock implementation in Figure 3 except for using a sepa-
rate(readers,write) pair for each cellM[i] in the multiset. All the
annotations required for the blocks protected by locks weregener-
ated mechanically.

For the version using mutex locks, we used the policySmutex

(M[i].lck==true) to reduce the code blocks between calls toacq

and rel to atomic actions. As for the version using the read-
ers/writer lock, we used the policySrwlock((M[i].readers>0 &&

M[i].writer==false), (M[i].writer==true)). As a result 36 as-
sertions were added to the actions betweenacq andrel (and their
r/w lock versions). The loop in Fig. 11 took 6 iterations for the
mutex and 8 iterations for the r/w lock.

In both versions of multiset, we also used the policySmutex

(M[i].elt != nil). This allowed us to capture the property that,
once FindSlot returns an allocated slot, itselt and vld fields
are not modified by other threads. Using this policy we annotated
the blocks at lines 1-3 and 5-9 ofInsertPair as acquires of the
conceptual lock forM[i] andM[j] and the block at lines 10-16 as
the protected blocks.InsertPair into a single atomic action. For
more information about other details of the proof see [4].



Boxwood. The Boxwood system [12] makes use of the both mu-
tex and readers/writer locks. For example, the allocation server
uses theReadersWriterLock class for different purposes includ-
ing preventing contention on a primary mutex lock and access-
ing its custom cache. The blinktree uses the same class to prevent
writes to its cache buffer. The implementation of the r/w lock in
ReadersWriterLock is specified by the policy
Srwlock(this.numReaders>0 && this.hasWriter==false,
this.numReaders==0 && this.hasWriter==true)
wherethis refers to the lock object. We found that annotating the
code using a r/w policy with these formulas as parameters will help
in showing that the code regions protected byReadersWriterLock

atomic.

Readers/writer lock implementations.Programs using existing
implementations of the readers/writer locks idiom can be handled
by our techniques. In addition to mutex locks, the pthreads library
also provides a readers/writer lock implementation. The imple-
mentation uses thenum active andowner variables similar to our
readers and write variables in Figure 3; a use of the lock in a
program can be specified by the policySrwlock((num active==0 &&

owner==0), (num active>0 && owner==1)). The implementations
in the ACE framework [14] and in [10], can be encoded similarly.

Philo. We found that in the philo benchmark from [15] the use
of the mutual exclusion policy allows us to prove the atomicity
of the methods. The benchmark is written in Java and uses Java
monitors. Each object is has a separate monitor that is locked to
synchronize accesses to the fields of the object. We model this
using an arrayobjlock of booleans indexed by the object reference.
The policySmutex((objlock[o]==true)) specifies that a code block
surrounded bysynchronized(o){...} is protected by the lock of
objecto and can be annotated accordingly.

In thephilo.java implementation, the synchronizedputForks
procedure is trivially proved to be atomic with the predicate
objlock==tid. The justification for this predicate is that there
is a single shared object from classTable and both its methods
are synchronized. The case for the other method,getForks, is
more involved since the call towait() present in the method is an
implicit release of the object lock. Thus, the initial mutexannota-
tion reduces the method to three atomic blocks, each block starts
with acquiring the implicit object lock and ends with the release
of the lock. This has the side benefit of making explicit the hidden
concurrency and can aid the programmer to better understandthe
trade-offs implied.

Two-lock queues.The concurrent queues in [16] and [13] use two
locks, one for the head and one for the tail of the queue to reduce
contention on the lock. The operations (enqueue/dequeue) in these
implementions can be proved atomic by specifying the two locks
with two separate mutual exclusion policies. In these implemen-
tations locks are modeled conceptually without giving an imple-
mentation. In this case, we model the acquire and release opera-
tions by associating the auxiliary variablemutex and the actions
in AcqMutex andRelMutex in Section 5.5 with the corresponding
conceptual lock operations.

Device drivers.In [4] the authors used a simple example illustrat-
ing a device driver that copies from the device registers to acache
and from the cache to a user buffer. The example had two uses of
the mutual exclusion idiom. First, accesses to driver’s fields were
protected by a mutex lock. Second, it is ensured that at most one
thread transfers data from the device registers to the cacheby set-
ting and checking a condition atomically. As a result of using the
policy that specifies the mutex locks, we inserted 15 assertions, af-
ter 4 iterations of the loop in Fig. 11.

Object initialization. Concurrency patterns in which objects are
initialized and used in parallel can be implemented using events.

A simple example is given in Section 5.7, where the variables

indicates whether the object has not been initialized (NULL) or
being initialized (INIT) before the initialization andFULL after the
initialization. The policy templateSevent(s==FULL) can be used to
capture the synchronization for the object initializationin this case.
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